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1. Your company has a main office and a new branch office. The network consists of one Active directory domain.
The branch office contains two member servers that run Windows Server 2008. One of the servers is configured as
a file server that hosts shared folders. An administrator in the branch office is responsible for maintaining the
servers.

You have a single DNS zone that is hosted on a DNS server located in the main office.

A wide area network (WAN) link between the branch office and the main office is unreliable.

-

You need to recommend a network services solution for the new branch office. The solution mu§t meet the
/{

4

following requirements:

Users must be able to log on to the domain if a WAN link fails.
Users must be able to access file shares on the local server if a WAN link fails. s

Branch office administrators must be prevented from initiating changes to Acti\(e’Diréctory.

Branch office administrators must be able to make configuration changes to the'Servers in the branch office.

7

What should you recommend? / y

~J. 4/ - - - -
A. Promote the member server to a domain controller and add' 'Ehe branch office administrators to the Domain

)
F

’

-

Admins group.
By
B. Promote the member server to a read-only domain controller (RODC) and add the branch office administrators

to the Domain Admins group. /

#

4

C. Promote the member server to a read-only‘c'{il_‘_qm_’ain. controller (RODC) and configure the DNS role. Delegate
administrative rights to the local branch oﬁi_g,e' édﬁ"finistrator.
D. Promote the member server to a’fdomai’n-"t'f;)ntroller and configure the DNS role. Create an organizational unit
(OU) for each branch office and"’(/jelegaté administrative rights to the local branch office administrator.
Answer: C

7
2. Your company has one office in San Diego and one office in New York.
The network consists ;f one Active Directory forest that contains one domain named contoso.com and one
domain named ,newyork.contoso.com. All servers run Windows Server 2008. All domain controllers for
contoso.comvare located in San Diego. All domain controllers for newyork.contoso.com are located in New York.
Contoso.com contains two domain controllers named Serverl and Server2. Newyork.contoso.com contains two
domain controllers named Server3 and Server4. All domain controllers host Active Directory-integrated DNS

zones for their respective domains.

You need to ensure that users from each office can resolve computer names for both domains from a local DNS
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server.

What should you do?

A. Add the contoso.com and the newyork.contoso.com DNS zones to the ForestDNSZones partition.

B. Create a stub DNS zone for contoso.com on Server3. Create a stub DNS zone for newyork.contoso.com on
Serverl.

C. Create a standard primary DNS zone named contoso.com on Server3. Create a standard primary DNS zone

named newyork.contoso.com on Serverl. 4

7
¥’

D. Configure conditional forwarders on Serverl to point to Server3. Configure conditional forw_arders on Server3

o

to point to Serverl.

Answer: A

3. Your company has a main office and three branch offices.

Each office has a server that runs Windows Server 2008. The server has the"DNS Server role installed. The branch

/ V4
offices contain client computers that run Windows 2000. ’

'

You plan to deploy Active Directory Domain Services (AD.DS) om the network.
>

You need to plan a name resolution solution for the deployment of Active Directory Domain Services (AD DS).

The solution must meet the following requirements: . ;
7 s

Support secure dynamic updates. F

Minimize response times for users connectigg‘ t.o rgsources anywhere on the network.
What should you include in your plaiﬁ? ‘4

A. A GlobalNames zone for the 'i;:)rest.

B. A single Active Directory-integrated DNS zone.

C. Astub zone on the DNS se_rv'ér in each branch office.

/
D. A standard primary zone in the main office and secondary zones in each branch office.

7

Answer: B

4. Your company has one office in Montreal and one office in New York. Each office has 2,000 client computers
configured as DHCP clients. DHCP relay is not supported on the network routers.

The network consists of one Active Directory domain.

You need to recommend a DHCP addressing solution for both offices. The solution must meet the following

requirements:
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Minimize traffic between offices.

Be available if a single server fails.

What should you recommend?

A. In each office, install a DHCP server that has two scopes.

B. In each office, install a DHCP instance on a two node failover cluster.
C. In the Montreal office, install a DHCP server. In the New York office, install a DHCP Relay Agent. /

D. In the Montreal office, install a DHCP instance on a two node failover cluster. In the New YorI; offi’ée, install a
DHCP Relay Agent.

Answer: B

5. Your network consists of one Active Directory forest that contains 20 -d)gm'ain/trees. All DNS servers run

"
Windows Server 2008. The network is configured as an IPv4 network. j

Users connect to network applications in all domains by using a NetBIOS name.

' 4 4
’

You plan to migrate to an IPv6-enabled only network.

e J
F F

You need to recommend a solution to migrate the network to IPv6. The solution must not require any changes to
'
client computers. /

What should you recommend?

# F
’

A. On the DNS servers, configure GIobaINaméi;zor_]es.-
B. On the DNS servers, add all domain zone/s’té) tﬁg ForestDNSZones partition.
C. On a new server, install and conﬁéure a(Wi%dows Server 2008 WINS server.
D. On a new server, install and é;nfiguré a Windows Server 2003 WINS server.
Answer: A

7
6. Your company has a main office and two branch offices. The network contains one Active Directory domain
named contoso.com. , :
All domain. controllers and DNS servers for the contoso.com domain are located in the main office. All DNS
servers are member servers.
You plan to deploy two new Active Directory domains named east.contoso.com and west.contoso.com in the
branch offices.

You install a DNS server in each branch office.

You need to prepare the environment for the installation of the new domains.



TestInside 70-647

What should you do next?

A. Create a new standard primary zone on each branch office DNS server for the new domains. Configure
forwarders on the main office DNS servers to point to the branch office servers.

B. Create a new stub zone on each branch office DNS server for the new domains. Configure conditional
forwarders on the main office DNS servers to point to the branch office DNS servers.

C. Configure a delegation subdomain DNS record on the main office DNS server for each new domain. Configure

a stub zone on each branch office DNS server for the new domains. Configure zone transfer for the contoso.com
/{

zone to the branch office DNS servers. (

J/
r

D. Configure a delegation subdomain DNS record on the main office DNS server for 'eachl.nelw domain. Create a

new standard primary zone on each branch office DNS server for the new domains. Coﬁfigure zone transfer for

F
r

the contoso.com zone to the branch office DNS servers. /)

/ /'
Answer: D

i J
/ J

7. Your company has one main office and one branch office. Thé:branc'h office is connected to the main office by

F F

using a wide area network (WAN) link. The network consists of one Active directory domain.
By
The branch office has two member servers that run Windows Server 2008. One of the servers is configured as a

file server that hosts shared folders.

#

The branch office has a local administrator. THe main office has one standard primary DNS zone that is hosted on
” /."

#

a DNS server. ~J/

F

The branch office grows from 100 c'lzi’ent co’m'b;uters to 1,000 client computers.

You need to recommend a name"’;esoluti‘bn solution for the branch office to meet the following requirements:
Users must be able to access file shares on the local server if a WAN link fails.

The branch office administra_to‘ff must be able to modify Active Directory objects while at the branch office if a

/
WAN link fails.

What should you rec_,_orhhwend?

A. Promote the_l_member server to a domain controller and configure the DNS role. Create a standard secondary
zone.

B. Promote the member server to a domain controller and configure the DNS role. Create a new standard primary
zone.

C. Promote the member server to a read-only domain controller (RODC) and configure the DNS role. Create a

primary read-only zone.
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D. Promote the member server to a read-only domain controller (RODC) and configure the DNS role. Create a
new standard secondary zone.

Answer: A

8. Your network consists of one Active Directory forest that contains one root domain and 22 child domains.

All domain controllers run Windows Server 2003. All domain controllers run the DNS Server service and host
Active Directory-integrated zones.

Administrators report that it takes more than one hour to restart the DNS servers.
You need to reduce the time it takes to restart the DNS servers.

What should you do?

A. Upgrade all domain controllers to Windows Server 2008. . )

/
B. Upgrade all domain controllers in the root domain to Windows Server 2008, and then set the functional level

for the root domain to Windows Server 2008. / J/

: ;
C. Deploy new secondary zones on additional servers in each ch'ifq domain.

F F

D. Change the Active Directory-integrated DNS zones to standard-primary zones.
//

Answer: A /

7
rd

# F
’

9. Your network consists of one Active Directo’ri/_,foresf that contains one root domain and 10 child domains.
” '
V4
Administrators of the child domains frequently modify the records for authoritative DNS servers for the child

.'/I

domain DNS zones.

/
You need to recommend a solution to.minimize the amount of manual configuration steps required to maintain
name resolution on the network. /
What should you recommend? *

'
A. On the child domain DNS servers, create stub zones for the root domain zone.

B. On the child-domain DNS servers, configure conditional forwarders for the parent domain.
C. On the root domain DNS servers, create stub zones for the child domain zones.
D. On the root domain DNS servers, configure delegation subdomain records for the child domains.

Answer: C

10. Your network consists of one Active Directory domain and one IP subnet. All servers run Windows Server

2008. All client computers run Windows Vista.
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The servers are configured as shown in the following table.

Server hame Installed services
Active Directory Domain Services (AD DS)
Serverl waletctive Directogy Certificate EElr;uin:es (AD C5)
DHCR alel
Foutingeand Femote Aecess Service (RRAS)
Server? Metwork Policy Service (NPS)
Health Registration Authority (HRAD

All network switches used for client connections are unmanaged.

Some users connect to the local area network (LAN) from client computers that are joined to a V\;orlfgfbup. Some
client computers do not have the latest Microsoft updates installed. |

You need to recommend a Network Access Protection (NAP) solution to protect the r;etwcl)rk.-The solution must
meet the following requirements: /

Only computers that are joined to the domain must be able to connect to serversf,iﬁ _thé'.domain.

Only computers that have the latest Microsoft updates installed must be able to c'gr.mect to servers in the domain.
Which NAP enforcement method should you use? :

A. 802.1x

B. DHCP

C. IPsec /

D. virtual private network (VPN)

Answer: C

11. Your network consists of one Active Di'réctory domain and one IP subnet. All servers run Windows Server
2008. All client computers run Windows Vista, Windows XP Professional, and Windows 2000 Professional.

The servers are configured as shown in the following table.

Server name Installed services
Active Directory Domain Services (AD DS)
Serverl gactive Directory Certificate Services {AD C5)
DHGE Vale
Routing Smd Rermote Actess SericeRRAS)
Server? MNetwork Policy Service (NPS)
Health Registration Authority [HRAD

Server2 is configured to support Network Access Protection (NAP) by using IPsec, DHCP, and 802.1x
enforcement methods.

Users from a partner company have computers that are not joined to the domain. The computers successfully
connect to the network.

You need to ensure that only computers that are joined to the domain can access network resources on the domain.



TestInside 70-647

What should you do?

A. Configure all DHCP scopes on Serverl to enable NAP.

B. Configure all network switches to require 802.1x authentication.

C. Create a Group Policy object (GPO) and link it to the domain. In the GPO, enable a secure server IPsec policy
on all member servers in the domain.

D. Create a Group Policy object (GPO) and link it to the domain. In the GPO, enable a NAP enforcement client

for IPsec communications on all client computers in the domain.

Answer: C

12. Your network consists of a single IP subnet. All servers and client computers connect fo managed switches. All
servers run Windows Server 2008. All client computers run Windows Vista. 1

The servers on the network are configured as shown in the following table.

Server name Installed services

Active Directory Domain Services (AD DS)

Serverl Active Directory Certificate Services (AD C3)
DHCP
RFouting and Remote AccessService (RRAS)
4 & b Ok Ft;ﬂir: Service (HNP3) .

Serverz HealthrRegis tration sUtherity (HRA)
Microsoft System Center Configuration Manager {SCCM)
2007

Serverd File Services

Serverd Microsoft Windows SharePoint Services {WS55)

You need to prepare the Network Aceess bfb}[e'Ction (NAP) environment to meet the following requirements:
Computers that have the required Microsoft updates installed must be able to access all computers on the network.
Network switches must first allow. client computers to communicate to only Serverl and Server2 when the
computers connect to the network.

Which NAP enforcement méthod should you use?

A. 802.1x

B. DHCP

C. IPsec commuflnications

D. VPN

Answer: A

13. Your network consists of one Active Directory domain. The domain contains servers that run Windows Server
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2008.

The servers are configured as shown in the following table.

Server name Roles and services Configured function
active Directory
Serverl Domain Services (AD Domain controller
DS
. Eemote access servers
Serverz Rauting and Femats forwirtual private
Serverd bogeEssiSarvice (REAS) “Prelwdrk (VPN

connections

Femote aAuthentication
Dial-In User Service
(RADIUSY server

Metwork Policy Server

Serverd (NPS)

Server2 and Server3 are configured as RADIUS clients.

You need to plan a solution to manage all VPN connections to the network. The solution 'h;ust meet the following
requirements: .
Specify the allowed VPN connection protocols.

Specify the allowed VPN client authentication mechanisms.

Specify VPN client access rights based on group membership.

What should you include in your plan?

A. a Group Policy object (GPO) applied to Server2 and Server3.r

B. a Group Policy object (GPO) applied to the computers fhat must establish VPN connections
C. a local computer policy on Server2 and Servé__r,3 _ l.

D. a network policy on Server4 |

Answer: D

14. Your network consists of one Active Directory domain. The domain contains servers that run Windows Server
2008.

The servers are configured as shown in the following table.

Server name Server role
Serverl S 'Network Policy and Access Sefvices (MPAS)
Serverz | Microsoft Windows ShatePoint Services (WSS)
Serverd File Services

All client computers run Windows Vista Service Pack 1 (SP1).
Remote domain users at a customer site report that they can access Server2 from the Internet by using the URL
https://portal.contoso.com. They also report that a firewall at the customer site prevents all other outbound

connections.
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You need to implement a solution to enable remote users to access files on Server3 from a VPN connection.
Which connection should you enable on Serverl?

A. IPsec tunnel mode

B. L2TP

C.PPTP

D. Secure Socket Tunneling Protocol (SSTP) .

Answer: D

15. Your network contains servers that run Windows Server 2008.

Microsoft Windows SharePoint Services (WSS) are available on the network. WSS-is 6;1Iy accessible from the

F
7
F

internal network. //" |

/
Several users use devices that run Windows Mobile 6.0. The users can establish only HTTP and HTTPS sessions

from the Internet. / ¥

You need to enable users to access WSS from the Internet by usfpg their Windows Mobile devices. The solution

.'/ P4

must ensure that all connections from the Internet to WSS are encrypted.
//

What should you do? /

A. Install Microsoft Internet Security and Accelera}tién (I_Sf&) Server 2006 and create a HTTPS publishing rule.

’

B. Install Microsoft Internet Security and AcCé_I,eratio-n (ISA) Server 2006 and create a Secure RPC publishing
i

&
rule. ~ /

F i

C. Install the Network Policy and"’Accesg -‘S%rvices (NPAS) role and enable Secure Socket Tunneling (SSTP)
connections. Configure WSS to )ri:aquire,-Kerberos authentication.

D. Install the Network Policy and”Access Services (NPAS) role and enable Secure Socket Tunneling (SSTP)
connections. Configure WSS_to"!require IPsec encryption.

/
Answer: A

16. Your network is connected to the Internet through a firewall.

Remote users connect to Microsoft Windows SharePoint Services (WSS) located on the internal network by using
HTTPS.

Users require access to file servers located on the internal network.

You need to ensure that remote users can connect to the file servers. The solution must not require that any

additional TCP ports be opened on the firewall.
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What should you do?

A. Implement a PPTP virtual private network (VPN) solution.

B. Implement an L2TP virtual private network (VPN) solution.

C. Implement a Terminal Services Web Access (TS Web Access) solution.

D. Implement a Secure Socket Tunneling Protocol (SSTP) virtual private network (VPN) solution.

Answer: D

17. Your network consists of one Active Directory domain.

Your company has a department named Sales. Some employees in the Sales depa’r'tr;entlwd-rk from home and
require access to applications and file servers on the corporate network. /

The corporate security policy includes the following requirements: 74

Remote computers must only connect to the network by using Secure chket Lay/e;r (SSL).

Computers that connect to the network must have an up-to-date” antivirus’ e;pplication and all available security
updates installed. '

You need to plan a remote access solution for the Sales departméﬁt’éfr‘nployees.

What should you include in your plan? / ;

A. Configure a virtual private network (VPN) solution th_at'"uses PPTP.

B. Configure a virtual private network (VPN) s'o:l_uti__on ;[/rwat uses L2TP.

C. Configure a Terminal Services solution-that usé; Terminal Services Gateway (TS Gateway).

D. Configure a Terminal Services sdfution t’h'a;[:—uses Terminal Services Web Access (TS Web Access).

F,

Answer: C

18. Your network consists of one Active Directory domain. The domain contains servers that run Windows Server
2008.

The relevant servers are configured as shown in the following table.

Server hame Installed services
Serverl Active Directory Domain Services (AD DS)
ldicrosoft System Center Canfiguration Manager
Server2 e ;
K(secm) T.r- -
MicrosofeSystem Center Virtual application Server
Server3 (SCVAS)
Serverd Terminal Services

All client computers run Windows Vista.

You plan to deploy two Java-based applications on all client computers. The two applications each require a
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different version of the Java Runtime Environment (JRE). After testing, you notice that the two JRESs prevent the
applications from running on the same computer.

You need to recommend a solution that enables the two Java-based applications to run on all client computers.
What should you recommend?

A. Create two Windows Installer (MSI) packages that each contains one version of the JRE and one compatible
application. On Server2, advertise both packages to all client computers.

B. Create two Windows Installer (MSI) packages that each contains one version of the JRE and, or;e”éompatible
application. On Serverl, create a Group Policy object (GPO) that assigns both packages)to all clignt-computers.

C. Use the SoftGrid Sequencer to create two application packages that each contains c;ne vlers.i--on of JRE and one
compatible application. On Server3, stream both application packages to all client compufé;s.

D. Install the two JRE versions and the two Java-based applications on Serverd_t,f(':_priﬁgure all client computers to

connect to the Java-based applications by using Terminal Services RemoteApp (‘fS RemoteApp).

Answer: C

19. Your network consists of one Active Directory domain. The doﬁﬁain contains servers that run Windows Server
2008. /

The relevant servers are configured as shown in the follq_v\‘ii"ng table.

4

Server nhame Installed services

Serverl sledsctive Directory Domain Segvices (AD DS)
Migrosoft System Centertirtaal application Server

Serverz ‘{SW.&S} 1 M

Server3 Terminal Services

You install an application named Appliéétionl on Server3. User-specific settings for the application are stored in a
configuration file named Applicgtiéhl.ini.

When multiple users run Applic:ationl concurrently, Applicationl.ini is overwritten and the application fails.

You need to recommend.a solution that enables users to successfully run Applicationl on Server3.

What should you recommend?

A. On Server3, deploy Terminal Services Session Broker (TS Session Broker).

B. On Serveré, stream a SoftGrid application package containing Applicationl to Server3.

C. On Server3, configure Applicationl as a Terminal Services RemoteApp (TS RemoteApp).

D. On Serverl, create and link a Group Policy object (GPO) to publish Applicationl to all users who establish a
Terminal Services session on Server3.

Answer: B
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20. Your network consists of one Active Directory domain. The domain contains servers that run Windows Server
2008.

The relevant servers are configured as shown in the following table.

Server name _| . Installed seryices
Serverl Active Rirectory DomaifSarvices (20 DS
Server? “TerminalkServices = 3 L™

Your company has a department named Sales. All users in the Sales department have desktop computers,that run
Windows Vista Enterprise Edition. All users in the Sales department run an application named Ap;:)lii:afionl that is
compatible only with Windows 95. To run Applicationl, each user in the Sales departr}nent'hasf_,a sécond desktop
computer that runs Windows 95.

The Windows 95 computers must be removed from the network. You use the Microsoft A'folblication Compatibility
Toolkit (ACT) 5.0 to test Applicationl. The test confirms that the application--rqns' _.on'l))‘/ on Windows 95 computers
and must be redeveloped to be compatible with Windows Vista or Windpws Serv'gr 2008.

You need to recommend a solution that will enable you to remové the WindC;WS 95 computers. Users in the Sales
department must be able to continue running Applicationl.

y

What should you do? .
A. Create a virtual machine that runs Windows 95 and Appli)ea';ionl. Run the virtual machine on all computers in
the Sales department by using Microsoft Virtual PC 200?.""

B. Create and link a Group Policy object (GP’O:_),that gublishes Applicationl to all client computers in the Sales
department. Configure Applicationl to run qs"aﬁ z{aministrator.

C. Create and link a Group Policy",é)bject’(GbO) that assigns Applicationl to all client computers in the Sales
department. Configure Applicati'.c;nl to rln in compatibility mode for Windows 2000.

D. Install Applicationl on Server2. Configure Applicationl to run in compatibility mode for Windows 95.
Configure all computers in the Sales department to run the application through Terminal Services.

Answer: A

21. Your network consists of one Active Directory domain. The domain contains servers that run Windows Server
2008.

The relevant servers are configured as shown in the following table.

Server hame _| . .. Installed serxices
Serverl Active Directory Domain S arvices (a0 0S)
Server? TerminalhServices ¥ 4 B

Your company has a department named Sales. All client computers in the Sales department run Windows Vista
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and use an application named Applicationl. Applicationl uses a dynamic-link library (DLL) named Salesapp.dll.
You plan to deploy a new application named Application2 that uses a different version of Salesapp.dll. During
testing, administrators report that Application2 causes Applicationl to fail when both applications run on the same
compulter.

You need to ensure that users can run both applications successfully on the same computer.

What should you do?

A. On Serverl, create and link a Group Policy object (GPO) that publishes Application2 to all u,ser/s in the Sales
department. J |

B. On Serverl, create and link a Group Policy object (GPO) that assigns Applica’t'ic')fnz to a.l--l computers in the
Sales department. /

C. On Server2, install Applicationl and Application2. Configure all computers_f,iﬁ _.thé)‘SaIes department to run the
applications by using Terminal Services RemoteApp (TS RemoteApp). d 4

D. On Server2, install Application2 and configure all computers in the Sale’srdepartment to run the application by

using Terminal Services RemoteApp (TS RemoteApp).

Answer: D

i
F

22. Your network consists of one Active Directory dom_afh. The domain contains four servers that run Windows
s
Server 2008.

y

The relevant servers are configured as shown in the following table.

Server name | Installed services
Serverl Active Directory Domain Services (AD DS)
Servers elerminal Services

M|crq‘§mft System Center Rf'|rtua plication Server
Serverd (ECHAS ) %

Microsoft System Center Configuration Manager
Serverd (SCCM)

Your company has a deparﬁnent named Sales. All client computers in the Sales department run Windows Vista
and use an application ﬁamed Applicationl. Applicationl uses a dynamic-link library (DLL) named Salesapp.dll.
You plan to deploy a new application named Application2 that uses a different version of Salesapp.dll. During
testing, administrators report that Application2 causes Applicationl to fail when both applications run on the same
compulter.

You need to ensure that users can run both applications successfully on the same computer. The solution must
enable users that use portable computers to run both applications when they are disconnected from the network.

What should you do?
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A. On Serverl, create and link a Group Policy object (GPO) that assigns Application2 to all computers in the
Sales department.

B. On Server3, create a SoftGrid application package that contains Application2 and stream it to all computers in
the Sales department.

C. On Server2, install Application2. Configure all computers in the Sales department to access Application2 by
using Terminal Services Gateway (TS Gateway).

D. On Server2, install Application2. Configure all computers in the Sales department to run Appli;:atjofiz by using

Terminal Services RemoteApp (TS RemoteApps).

Answer: B

23. Your network consists of one Active Directory domain. The domain contair]s’éerVers that run Windows Server

J/
2008.
The relevant servers are configured as shown in the following table. J/
Server name Installed services

Serverl S MActive Directory Domaig 5$rﬁ{ic:e5 Al DSY

Server? _| Terminal Services -1 1%

Servers Internet Information Services (1155
All client computers run Windows Vista. ’ /

Remote users connect to the network from the Internet 6y using virtual private network (VPN) connections.

You plan to enable remote users to run Termina'ifSefFvices RemoteApp (TS RemoteApp) applications on Server?.

You need to prepare the environment to ﬁr_pwiide users access to the applications. The solution must provide a
custom Web page that contains sﬁortcutg,to authorized applications for each user.

What should you do? )

A. On Server2, install the Web Server (11S) server role.

B. On Server2, install the Tefminal Services server role that has the Terminal Services Gateway (TS Gateway) role
service.

C. On Server3, inst;II the Terminal Services server role that has the Terminal Services Web Access (TS Web
Access). role sef;-/ice.

D. On Server2 and Server3, install the Terminal Services server role that has the Terminal Services Session Broker

(TS Session Broker) role service.

Answer: C
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24. Your network consists of one Active directory domain. All user accounts are in an organizational unit (OU)
named AllUsers. All computer accounts are in an OU named AllComputers.

You plan to make five line-of-business applications available to all users. The applications take two hours to
install. A single application named Appl will be updated monthly by being uninstalled and then reinstalled.

You need to recommend an application delivery solution for the five line-of-business applications. The solution
must meet the following requirements:

Users must be able to access the applications as quickly as possible.

Appl must be uninstalled and reinstalled by using the minimum amount of administrative effort.

r

Users must be able to access the applications from the Start menu or by opening files that are associated with

Appl. ~/

F
r

What should you recommend? /)

7
/

/
A. Create a new Group Policy object (GPO) to deploy the applications. [.ink the'GPO to the AllUsers OU.
B. Create a new Group Policy object (GPO) to deploy the applications. Link fhe GPO to the AllComputers OU.

/ '/ - - -
C. Install servers that run Windows Server 2008 and have fthp Terminal Services role installed. Install the

F F

applications on the servers and provide access to them by using Tefminal Services Web Access (TS Web Access).
B
D. Install servers that run Windows Server 2008 and have the Terminal Services role installed. Install the

applications on the servers and provide access to thefn by ﬁ’sing Terminal Services RemoteApp (TS RemoteApp).
7 _/':
Answer: D

r‘}..

J

7
F /'}
J

25. Your network consists of one Aé{ive Dire’&ory domain. All domain controllers run Windows Server 2003. The
functional level of the domain is',"(Nindov'vs 2000 native.

You have one Terminal Services liensing server that runs Windows Server 2003 and three terminal servers that
run Windows Server 2003.

You plan to deploy a new ter/minal server that runs Windows Server 2008.

You need to plan a sgju{ion that enables reporting for all Terminal Services client access licenses (TS CALS).
What should you include in your plan?

A. Upgrade the licensing server to Windows Server 2008.

B. Upgrade all domain controllers to Windows Server 2008.

C. Upgrade the three terminal servers to Windows Server 2008.

D. Raise the functional level of the domain to Windows Server 2003.

Answer: A
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26. Your network consists of one Active Directory domain.

Your company uses a firewall to connect to the Internet. Inbound TCP/IP port 443 is allowed on the firewall.

You have terminal servers on the internal network. You have one server on the internal network that has Terminal
Services Gateway (TS Gateway) deployed. All servers run Windows Server 2008.

You need to recommend a solution that enables remote users to access network resources by using TS Gateway.
What should you recommend?

A. Change the firewall rules to permit traffic through port 3389 from the Internet.
/{

B. Install the Terminal Services server role with the Terminal Services Web Access (TS Web’Access) services role.

C. Install the Terminal Services server role with the Terminal Services SessionBroken (TS Session Broker)
. /S
services role. -

D. Create a Terminal Services connection authorization policy (TS CAP) @,ﬁd: a Terminal Services resource

/
authorization policy (TS RAP). ;

Answer: D / /

27. Your network consists of one Active Directory forest.

By
You have two servers named Serverl and Server2. Both seryers run Windows Server 2008. All client computers
run Windows Vista. : /

4

Hardware on the servers is installed as shown ih the following table.

S5erver Processor core - Kemory

Serverl & processor coress 4 GEYRAM

Serverd . N8 peaC oSs o Coreshe L 16 GE RAM
/

Client computers use the Remote Desktop client to connect to Serverl and Server2.

You need to recommend a solutionto control the distribution of user requests made to Serverl and Server2. The
solution must enable adminis_traifors to distribute the traffic based on the server hardware.

What should you recommengl?

A. Use DNS round-r_pbi)rl. Set the DoNotRoundRobinTypes registry entry to ptr srv ns.

B. Add the failo_yer clustering feature. Configure Serverl as a passive node and Server2 as an active node.

C. Install Network Load Balancing. In Host Parameters, set Priority to 1 for Server2 and set Priority to 2 for
Serverl.

D. Use Terminal Services Session Broker (TS Session Broker) Load Balancing. Assign a weight value of 100 to

Serverl and a weight value of 200 to Server2.

Answer: D
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28. Your network consists of one Active Directory domain. Your company has an intranet.

You deploy Terminal Services terminal servers that run Windows Server 2008.

You plan to make applications available to users on the intranet.

You need to recommend a solution to ensure that each user session receives an equal share of the CPU resources
on the terminal servers.

What should you recommend?

A. Install and configure the Network Load Balancing feature on all terminal servers.
/{

B. Install and configure the Terminal Services server role with the Terminal Services Session Broker (TS Session
Broker) services role on all terminal servers. et
C. Install the Windows System Resource Manager (WSRM) feature on all tefminal servers. Set the

F
r

resource-allocation policy. , )

& /_'
D. Install the Network Policy and Access Services (NPAS) server role on another server. Define and apply a new
policy by using Network Policy Server (NPS). / y

Answer: C

29. You deploy servers that run Windows Server 2008 on the network.

You plan to deploy a client/server application. \fo(j plgn/to install the server component of the application on
application servers. You plan to install the cliehf_,comp.o/nent of the application on all computers that run Windows
Vista. The client component connects to the_/serVe'f/component by using only RPC.

After testing, you discover that an 'If\;PC ti;n'é"-lbut error occurs when the client component connects to the server
component through a network Ii"r’:k that.Has high latency.

You need to provide a solution so that users can connect to the application through the Internet without receiving
an RPC time-out error.

What should you do?

A. Install RPC-over [_—JT')TP Proxy. Create a proxy connection to the application servers.

B. Install Micro_goft Internet Security and Acceleration (ISA) Server 2006 and enable RPC filtering.

C. Install - Terminal Services, Terminal Services Gateway (TS Gateway), and the client component of the
client/server application on the terminal server.

D. Configure the Routing and Remote Access Service (RRAS). Configure all users to connect to the application

servers from the Internet by using virtual private network (VPN) connections.

Answer: C
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30. Your network consists of one Active Directory domain. All domain controllers run Windows Server 2003.
You need to plan the forest and domain functional levels to support the following requirements:

Read-only domain controllers (RODC)

Windows Server 2003 domain controllers

Which functional levels should you include in your plan?

A. the forest functional level of Windows 2000 and the domain functional level of Windows Server 2003. ,

-

B. the forest functional level of Windows Server 2003 and the domain functional level of Windows Ser()er 2003.
/{

C. the forest functional level of Windows Server 2003 and the domain functional level of Windows Server 2008.

D. the forest functional level of Windows Server 2008 and the domain functional level E)f V\/jndows Server 2008.

/
Answer: B :

- F
.
r |

31. Your network consists of one Active Directory forest that contains fqur Acti\"/g.Directory domains named Sales,
Marketing, Finance, and IT. 7

The Finance domain contains a domain controller that runs Win'apws S/erver 2008. The Sales, Marketing, and IT
domains contain only domain controllers that run Windows,SeNér'??)OB.

You need to prepare the environment for the deployment of a,fre/ad-only domain controller (RODC) in the Finance
domain and in the IT domain. You must ensure that the Rdbc can advertise itself as a global catalog server.
Which two actions should you perform? (Each"{érrgct é/nswer presents part of the solution. Choose two.)

A. Upgrade all DNS servers to Windows Se_[yef 2’6/08.

B. Run adprep /domainprep on the Séles, I\/’Iaf}l;eting, and IT domains.

C. Install a Windows Server 2062 writable domain controller in the IT domain.

D. Configure the Windows Server 2008 domain controller in the finance domain as a global catalog server.

Answer: BAND C

32. Your network cqnsi)sts of one Active Directory forest. The functional level of the forest is Windows Server
2003.

You upgrade‘all domain controllers from Windows Server 2003 to Windows Server 2008.

You plan to deploy the first read-only domain controller (RODC) in the forest.

You need to prepare the network for the installation of the RODC.

What should you do?

A. Run adprep /rodcprep on any computer in the forest.
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B. Run adprep /forestprep on the schema operations master server.
C. Raise the forest functional level to Windows Server 2008.
D. Raise the domain functional level to Windows Server 2008.

Answer: A

33. Your company named Contoso, Ltd. and another company named Fabrikam, Inc. establish a partriership.

-

The Contoso network consists of one Active Directory forest named contoso.com. The Fabrikam network consists
/{

4

of one Active Directory forest named fabrikam.com.
Users from contoso.com plan to share files with users from fabrikam.com. et
You need to prepare the environment so that users from contoso.com can protect confidential files from being

F
r

copied or forwarded to unauthorized users. , )

What should you do? >

A. Create a one-way forest trust from Contoso. Set the NTFS permissions te ;ead-only for all confidential files.

B. Create a one-way forest trust from Fabrikam. Set the NTFS péffnissib/ns to read-only for all confidential files.
C. Deploy Active Directory Federation Services (AD FS). Depléy"z\ctive Directory Rights Management Services

4

(AD RMS).

D. Deploy Active Directory Federation Services "(AI__D_‘/FS). Publish the files by using Microsoft Windows

SharePoint Services (WSS). .

Answer: C ~J
V4

34. Your network consists of one Active’Directory forest. All servers run Windows Server 2008.

You plan to make multiple Web applications in the perimeter network accessible to external customers and partner

company Users. _

You need to design an acces; solution to meet the following requirements:

Provide authentication z;nd authorization for the external customers and partner company users.

Enable single si_gn-on (SSO) authentication so that users can access multiple Web applications from a single Web

browser session.

What should you include in your design?

A. Deploy Network Policy and Access Services (NPAS).

B. Deploy Active Directory Rights Management Services (AD RMS).

C. Deploy Active Directory Lightweight Directory Services (AD LDS), and then deploy Active Directory
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Federation Services (AD FS).
D. Deploy Active Directory Lightweight Directory Services (AD LDS), and then configure AD FS Web Agents on
Internet Information Server (11S) 7.0.

Answer: C

35. Your network consists of one Active Directory forest that contains two domains. All domain controlers run

-

Windows Server 2003. /

7
¥’

The network contains file servers that run Windows Server 2003 R2. The files servers run DFS Replication.
The forest root domain is named contoso.com and the child domain is named corp.co’htbso.qom.
You prepare the forest schema for the installation of domain controllers that run Wifidows Server 2008. You

prepare the corp.contoso.com domain. You install a new domain controller--'th,af .ruhs Windows Server 2008 on

/
corp.contoso.com. '

You need to plan an Active Directory implementation to meet the following/requirements:

Enable DFS Replication support for SYSVOL on corp.contoso.cdjrp. v

Allow the installation of new domain controllers that run Windows Server 2003 in the forest root domain.
5
What should you include in your plan? /

7
rd

A. Upgrade all file servers to Windows Server 200}8." ;

/ S

B. Run adprep /domainprep /gpprep on the™ corp.contoso.com domain and run adprep /domainprep on the
” /."

#

contoso.com domain. a4

F

C. Upgrade all Windows Server 20‘(,)’3 dorr;ai"r'; controllers to Windows Server 2008. Raise the functional level of
the forest to Windows Server 2068.

D. Upgrade the Windows Server 2003 domain controllers in corp.contoso.com to Windows Server 2008. Raise the
corp.contoso.com domain funct‘i!onal level to Windows Server 2008.

/
Answer: D

36. Your company named Contoso and another company named Fabrikam establish a partnership.

The Contoso’network consists of one Active Directory domain named contoso.com. File servers are installed on
the contoso.com domain. All file servers run Windows Server 2008. The Fabrikam network consists of one Active
Directory forest named fabrikam.com.

You need to plan a solution to enable Fabrikam users to access resources on the file servers. The solution must

meet the following requirements:
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Ensure that Fabrikam users can access resources only on the file servers.

Ensure that Contoso users are denied access to Fabrikam resources.

What should you do first?

A. Create a one-way forest trust so that Contoso trusts Fabrikam. Set selective authentication on the trust.
B. Create a one-way forest trust so that Fabrikam trusts Contoso. Set selective authentication on the trust.
C. Create a one-way forest trust so that Contoso trusts Fabrikam. Set forest-wide authentication on the trust.
D. Create a one-way forest trust so that Fabrikam trusts Contoso. Set forest-wide authentication onr the frust.

P

Answer: A |
y

4

. . . A
All domain controllers run Windows Server 2008 and are configured as glga’al catalog servers. The relevant

37. Your network consists of one Active Directory domain.

portion of the network is configured as shown in the exhibit. (Click the Exhibitbutton.)
' /s

Hub SiteA Hub SiteB
. ¢ 4 e
¢ Site Link: A-B '
Cast: 100 ? £
DCl DL2-, 47
Sit I_Tk B-G
ite Lin . )
Site Llnk A-D & = g - P Cast 150 Site Link: B-H
Cost: 100 = B | 1 Cost: 200
Site Link: A-C Site Linl ﬁ E’ i Site Llnlc‘ B"-FF \‘ A
Cost: 100 Cost: 80 Cost: 100 = )
/ / ots’ )

& 2‘ ¥ WE =
. AN : | L ite Link: G-H  gjtey
DC3 J . DCa . Lﬁts . DCE /- % D07 Cost: 100
SiteC SiteD SiteE SiteF SiteG
4 >
The Bridge all site links option ifg,enabled.
/
You are designing a failover strategy for domain controller availability.
/
You need to ensure that client cgmputers in SiteH only authenticate to DC1 or DC2 if DCS8 fails.
What should you do? /
A. Change the B-H site link cost to 50.
B. Remove the global catalog server attribute from DC3, DC4, DC5, DC6, DC7, and DCS.
C. Disable the Bridge all site links option. In SiteB, install a new writable domain controller that runs Windows
4
Server 2008.
D. Prevent DC3, DC4, DC5, DC6, DC7, and DC8 from registering generic (hon-site-specific) domain controller

locator DNS records.

Answer: D



TestInside 70-647

38. Your company has a main office. The main office is configured as an Active Directory site.

The network consists of one Active Directory domain. All domain controllers run Windows Server 2008.

All DNS zones are Active Directory-integrated. Administrators frequently join new client computers to the
domain.

You plan to deploy a new site in a new branch office. The new branch office is connected to the main office by
using a single wide area network (WAN) link.

-

You need to enable branch office administrators to successfully join computers to the domain if a WAN link fails.
/{

4

The solution must provide the highest level of security for the domain controllers.
What should you do?

A. Deploy a writable domain controller in the branch office site.

B. Deploy an additional writable domain controller in the main site. f )
C. Deploy a read-only domain controller (RODC) in the new site. Configure a st"u/k; zone in the main site.

D. Deploy a read-only domain controller (RODC) in the new site. Conﬁ"g[Jre a primary read-only zone in the

branch office site.

Answer: A

39. Your company has a main office and nine Qrahch _oﬁices. Each office is configured as a separate TCP/IP
s

subnet. F

You plan to deploy Active Directory doma_iyf' éohfrollers in all offices. You install the first domain controller for
the forest in the main office. ’ ‘4

You need to prepare the enviroh/ment for the deployment of domain controllers in all offices. The solution must
ensure that users always authenticate to a domain controller in their local office, unless it is unavailable.

What should you do? _

A. Create 10 subnet objects ;nd one site object. Link all subnet objects to the site. Install domain controllers in all
offices. :

B. Create a sub_pet object and a site object for each office. Link each subnet object to its respective site. Install
domain controllers in all offices.

C. Install domain controllers in all offices. Create 10 subnet objects and one site object. Link all subnet objects to
the site.

D. Install domain controllers in all offices. Create a subnet object and a site object for each office. Link each

subnet object to its respective site.
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Answer: B

40. Your company has a main office and five branch offices. Each office contains servers that run Windows Server
2008.

You need to prepare the environment for the installation of Active Directory domain controllers in the branch

offices. The solution must meet the following requirements: C\Y
i
Ensure that the minimum amount of replication traffic is sent between offices. 4
/

Ensure that users always attempt to authenticate to a domain controller in their local ﬁice, unless it is

- /
unavailable.
You install the first domain controller on the network in the main office. /

Vy

What should you do next? s

A. Disable the Bridge all site links option.

B. Enable Universal Group Membership Caching. / J §
C. Create a site link and a site link bridge for each office. fj/ ) r
D. Create a subnet object and a site object for each office. _ /
Answer: D 4 J
r
i

41. Your network consists of one Active Dlrecfgpl forest that contains two domains named domainl and domain2.
The functional level of the forest is Windevy/Server 2003.
All domain controllers run Windov\é Serve1‘{003. The relevant portion of the network is configured as shown in

/
the exhibit. (Click the Exhibit button.) /

Hub SiteA Hub SiteB
o o )

: Site Link: A-B f i

L ’ ¢ Caost: 100 > £

DC1,_ DC2-,

Site Link: B-G » U
Site Link: A-D g 1 Jp— - J‘J Gast:150 Site L|n:k. B-H
Cost: 100 A S B B R S BE ‘ Cost: 200
Site Link: A-C e = &1 Shdliall #0484
Site Link™A-E : ) o
Cost: 100 Cost: 80 Cost: 100

l J A
L \/ g &/ [ ! _ H___.a i

e i S i | ite Link: G-H SiteH

DC3 ' Dea | A ) ) } ) Cost: 100

e / DC6 LA N DC?

#

SiteC SiteD .;Si-tEE SiteF SiteG

All domain controllers for domainl are in the hub sites. All domain controllers for domain2 are in the spoke sites.
The Bridge all site links option is disabled.

You plan to deploy a read-only domain controller (RODC) in SiteH for domain2.
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You need to prepare the environment for the installation of the RODC.

What should you do?

A. Upgrade DC7 to Windows Server 2008.

B. Upgrade DC2 to Windows Server 2008.

C. Lower site link costs between the satellite sites (SiteF, SiteG, and SiteH) and SiteB to 80.

D. Enable the Bridge all site links option. Create a BH-AB site link bridge that includes the B—Hfand/A—B site
links. A
/

P

Answer: A |
o " 4

42. Your company has one main office and 50 branch offices. You have a wide area-ﬁéwork (WAN) link that

. . . /7
connects all branch offices to the main office. r / |
The network consists of 10 Active Directory domains. Users from all gomain%e located in the branch offices.
' /!
You plan to configure each branch office as an Active Directory site. S

The domain is configured as shown in the exhibit. (Click the EXh/'ii)it pu’ﬁon.)
y,

Hub SiteA ' Hub SiteB
- o -
Site Link: A-B )
s ¢ Cost: 100 > £
DCl, _DCZ-, ™
T Site Link: B-G . i
Site Link: A-D ey | i el gt 150 Site |.|r|lk. B-H
Cost: 100 B =S S VR & Cost:200
Site Link: A-C Site o= SIta-.L"‘\I.Q_ B P e \‘ o
Cost: 100 Cost: 80 Cost: 100 2y
/ / bes’ A
8 : { . ~ . _ ’__...--3 !
e : e OV Al _ . ite Link: G-H SiteH
Yot } L ) S ) = J b, ) Cost: 100
d S ~.DC5 DCs LA N DC7
SiteC SiteD SiteE SiteF SiteG

You need to plan the deploymer:} o?/ domain controllers in the branch offices to meet the following requirements:
Users must be able to log.on,if a WAN link fails.

Minimize replication traffic between offices.

What should you inefude in your plan?

A. Implement a-tdomain controller in each branch office. Enable Universal Group Membership Caching.

B. Impleme;wt a domain controller in each branch office. Configure DNS to use a single Active
Directory-integrated zone.

C. Implement a domain controller in each branch office. Configure the domain controller as a global catalog

SErver.

D. Implement a read-only domain controller (RODC) in each branch office. Configure the domain controller as a
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global catalog server.

Answer: A

43. Your network consists of one Active Directory domain. The functional level of the forest is Windows Server
2003.

All domain controllers run Windows Server 2003. The relevant portion of the network is configured as shown in

-

the exhibit. (Click the Exhibit button.) 4
J/
Hub SiteA Hub SiteB
J, .
Site Link: A-B )
¢ Cost: 100 3 £
_DCZ-,
5|tE L|r|k B-G . )
ost: B =
Site Link: A-C SitaLin| E E" A ﬂita Llnk?’ E’- £

Cost: 100 l Cont: BO Cost: 100 \‘“!
‘/ J DC8 )
QUL - ’ i - ) b ’ i ’ ) ,.--"’3 -
5 . SN i e ite Link: G-H SiteH
DC3 ;; Lth! ) RS ] =, ] . ) Cost: 100

“DCs / DC6 LA N DC7?
SiteC SiteD SiteE SiteF SiteG
>
The Bridge all site links option is enabled. |

You need to ensure that domain controllers in the spoke sites/can replicate with domain controllers in only the hub
’

sites. The solution must ensure that domain conagollers;ar{replicate if a server fails in one of the hub sites.

What should you do? f/’/

A. Lower the site link costs betweer:/ the s'b'gési.tes and the hub sites.

B. Disable the Bridge all site Iiry(s option. Create site link bridges that include the site links between each spoke

site and the hub sites. 4

C. Disable the Bridge all site Ii/r;ks’f)ption. Install a writable domain controller that runs Windows Server 2008 in

each hub site. /

D. Enable the global catalog server attribute for all domain controllers in the hub sites. Upgrade all domain

controllers in the spake sites to Windows Server 2008.

Answer: B/

44. Your network consists of one Active Directory domain. You have a single site.
You deploy a new Active Directory-integrated application on a server that runs Windows Server 2008. The
application sends a large number of LDAP queries to the domain controllers.

You plan to install a new domain controller to respond to the LDAP queries.
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You need to reduce the number of authentication requests client computers send to the new domain controller.
What should you do?

A. Create a new site and disable the Bridge all site links option.

B. Create a new site. Move the application server and the new domain controller to the new site.

C. Create a new organizational unit (OU). Move the application server and the new domain controller to the new

ou. -

-

D. Create two new sites. Move the application server to one site and the new domain controller to dnother site.
Create a new site link that connects the two sites.

Answer: B

45. Your network consists of one Active Directory domain. The network cont/a,iﬁs one Active Directory site. All

J/
domain controllers run Windows Server 2008. :

7
7

You create a second Active Directory site and plan to install a demain controller that runs Windows Server 2008

: b
in the new site. You also plan to deploy a new firewall to connecfftfhe two sites.

& F.

You need to enable the domain controllers to replicate between the'two sites.
//

Which traffic should you permit through the firewall? /
A. LDAP = Y
rd -/;
B. NetBIOS o~
. > /;
C.RPC r/
D. SMTP
/
Answer: C

46. Your network consists of ohe Active directory domain. The functional level of the domain is Windows Server
y,

2008. You have one organizational unit (OU) named AllUsers that contains all user accounts for the domain.

Your company-has 'gwo/departments named Sales and Engineering. Each department has a department manager.
Each departmenj_t has a global security group that contains all department users.

You need to” prepare the environment to manage all user accounts. The solution must meet the following
requirements:

Sales department users must be required to reset their passwords every 30 days.

Department managers must administer only users in their respective departments.

Engineering department users must be required to reset their passwords every 45 days.
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The solution must be achieved by using the minimum amount of administrative effort.

What should you do?

A. Delegate administration of the AllUsers OU to the department manager of each department. Modify the
password policy for the domain.

B. Create a new OU for each department. Delegate administration to the department manager of each OU. Create

a new password policy for each global security group.

-

C. Create a child domain for each department. Delegate administration to the department manager of gach domain.
/{

Create a new password policy for each domain. (

J/
r

D. Create a new OU for each department. Delegate administration to the departmeﬁt'manlager of each new OU.

Create a new Group Policy object. Configure the password policy for the new GPO and link it to the OUs.

r

Answer: B /)
y

47. Your network consists of one Active directory domain. The functional.level of the domain is Windows Server

.J. ./

2008.

e J
F F

Your company has 10 departments. Each department has a department manager and a department administrator.
5
Some department administrators are responsible for multiplesdepartments. You have an organizational unit (OU)

7
rd

named AllUsers that contains all user accounts. ;

/ S

You need to recommend a solution to simplify-"th__e management of all users in the domain. The solution must meet
_r‘f /."

#

the following requirements: o d

F

Department managers must only be'?;ble to re'glt-at passwords for users in their respective departments.

Department administrators must'":)nly be’able to modify user accounts in their respective departments.

Only the respective department administrators and managers must be able to manage the accounts of users who
are transferred to their departméhts from other departments.

/
What should you recommend?

A. Create an OU for_,eaf:)h department.
Delegate pass_word control for each new OU to the respective department manager.
Delegate administration of each new OU to the respective department administrator.
B. Create an OU for each department.
When the same administrator is responsible for multiple departments, create only one OU for those

departments.

Delegate password control for each new OU to the respective department manager.
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Delegate administration of each new OU to the respective department administrator.
C. Create an OU for each department.
When the same administrator is responsible for multiple departments, create a new OU and nest the OUs of
those departments into the new OU.
Delegate password control for each new OU to the respective to the respective department manager.

Delegate administration of each new OU to the respective department administrator.

D. Create a global security group for each department. r

7
¥’

Add all the users, department managers, and administrators from each department to the giobal,.- security group.
Delegate password control to the department managers of the AllUsers OU.
Delegate administration to the department administrators of the AllUsers OU.

Answer: A /)

48. Your network consists of one Active directory domain. The functional.level of the domain is Windows Server

.J. ./

2008.

e J
F F

Your company has three departments named Sales, Marketing, and Engineering. All users in the domain are in an
”

organizational unit (OU) named AllUsers. /
You have three custom applications. You deploy )ali' cu§t6’m applications by using a Group Policy object (GPO)

4

named Applnstall. 7 ]

The Sales department purchases a new applj/catioﬁ/'chat is only licensed for use by the Sales department.

You need to recommend a solution ff) simp’lif; the distribution of the new application. The solution must meet the
following requirements: 4

The application must only be distrilbuted to licensed users.

The amount of administrative effort required to manage the users must remain unaffected.

/
The three custom applications must be distributed to all existing and new users on the network.

What should you rec_,_orhhwend?

A. Create a new, child domain for each department and link the Applnstall GPO to each child domain. Create a
new GPO:. Link the new GPO to the Sales domain.

B. Create a new child OU for each department. Link the Applinstall GPO to the Marketing OU and the
Engineering OU. Create a new GPO. Link the new GPO to the Sales OU.

C. Create a new group for each department and filter the Appinstall GPO to each group. Create a new GPO. Link

the new GPO to the domain. Filter the new GPO to the Sales group.
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D. Create a new group for each department. Filter the Applnstall GPO to the Marketing group and the Engineering
group. Create a new GPO. Link the new GPO to the domain. Filter the new GPO to the Sales group.

Answer: C

49. Your network consists of one Active Directory domain. The functional level of the domain is Windows Server
2008. W 4

The domain has 30 domain controllers.

Twenty administrators manage the domain.

You plan to implement an audit and compliance policy.

You need to ensure that all changes made to Active Directory objects are recorded.

What should you do? //" =

/
A. On all domain controllers, run the Security Configuration Wizard (SCW). —

7

B. In the Default Domain Controller Policy, configure a Directory"ServicesAuditing policy.

C. In the Default Domain Controller Policy, configure and impfgment'a file-level audit policy for the SYSVOL

rFd
.

volume.

-
7

4

D. Create a Group Policy object (GPO) linked to the Domain Controllers OU. Configure the GPO to install the

7
rd

Microsoft Baseline Security Analyzer (MBSA).

Answer: B L a5
" 7
w4
)

F i

50. Your network consists of 20 Ac’i’ive di;e'é'{-ory domains in a single forest. The functional level of the forest is
Windows Server 2008. d

You company has 20 departments. A separate domain exists for each department. Each domain has an
organizational unit (OU) namedx DepartmentUsers that contains the respective domain users. Each domain has its

/
own IT department.

You need to plan thg,C(;nsoIidation of all the IT departments into a single IT department. The solution must meet
the following requirements:

IT administrators must be denied from making domain-wide changes.

IT administrators must be able to administer users in all departments.

Your solution must use the minimum amount of administrative effort.

What should you include in your plan?

A. In one domain, create a universal group for all the IT administrators. Add the universal group to the Domain
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Admins group in each domain.
B. In one domain, create a global group for all the IT administrators. Add the global group to the Domain Admins

group in each domain.

C. In one domain, create a universal group for all the IT administrators. Delegate administration of the
DepartmentUsers OU in each domain to the universal group.

D. In each domain, create a domain local group for the IT administrators. Delegate administration of the
r
DepartmentUsers OU in each domain to the corresponding domain local group. /
/

r

y '@

(r

Answer: C

51. Your network consists of one Active directory domain. The functional level of the-domain is Windows Server

2008. f/ /

The organizational units (OUs) are configured as shown in the exhibit. (glick tléxhibit button.)
' P

Human
Resources

Employees

IT
Administrators

Managers

The Human Resources OU does not contain user accounts.

/
Help desk technicians respond to all user service requests.

You need to plan the management of all users on the network. The solution must meet the following requirements:
Help desk technicians must have only the minimum number of required rights in the domain.
Help desk technicians must be able to reset all user passwords except IT administrator passwords and manager

passwords.
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What should you include in your plan?

A. Delegate the Reset user passwords and force password change at next logon permission to the help desk
technicians in the Employees OU.

B. Delegate the Reset inetOrgPerson passwords and force password change at next logon permission to the help
desk technicians in the Employees OU.

C. Delegate the Reset user passwords and force password change at next logon permission to the help desk

technicians in the Human Resources OU. Block Group Policy object (GPO) inheritance for the IT Administrators
/{

OU and the Managers OU. (

J/
r

D. Delegate the Reset inetOrgPerson passwords and force password change at next"idgon Ipelrmission to the help
desk technicians in the Human Resources OU. Block Group Policy object (GPO)/inheritance for the IT

Administrators OU and the Managers OU. -/ ._ o

& /'
Answer: A

/ . ' .
52. Your network consists of one Active directory domain. All domain ‘controllers run Windows Server 2008. The
network contains both portable and desktop computers. 5
By
Your company has two departments named Sales and Engineering. You create one organizational unit (OU) for

each department. You move all user and computer)ac"count“s’ to their respective OUs.

/ #

You need to prepare the environment for the‘deployment of Group Policy objects (GPO) to meet the following
_r‘}. /."

requirements: ~ /v

Remote users in the Sales departme'rﬁ must’bé'-l-able to save documents to any USB flash drive.

Remote users in the Engineerinéxdepartrhent must be able to save documents only to USB flash drives supplied by
the company.

Local network users from both ﬂepartments must be able to use a USB mouse and a USB keyboard.

What should you do? g

A. Create a single GI_?,OI)for both OUs.

B. Modify the Qefault Domain Policy. Create a new GPO for each OU.

C. Create a new OU for all desktop computers. Create a GPO for the new OU.

D. Modify the Default Domain Controllers Policy. Create a new GPO for each OU.

Answer: B

53. Your company has three offices. Each office is configured as an Active Directory site. The network consists of
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one Active directory domain. All domain controllers run Windows Server 2008.

The company has five departments.

You use a domain-level Group Policy object (GPO) to install Microsoft Office on all client computers.
You need to deploy a GPO strategy to meet the following requirements:

Install a custom application in one of the departments.

Restrict access to removable storage devices for all users.
Implement separate Windows Internet Explorer proxy settings for each physical location.

The strategy must maintain all settings applied by the existing GPOs.

.’. a

What should you do?

A. Create a new group for each department. Create a new GPO for each site. Create a-fiew GPO for the domain

F
r

and use the GPO to install the custom application. . )

7
/

/
B. Create a new organizational unit (OU) for each department. Create a new GPO for each site and a new GPO for
the domain. Create a GPO for one department OU and use the GPO to insta&'l.the application.

Fi F . .
C. Create a new organizational unit (OU) for each department:Creaté a single GPO for all the sites and a new

& F.

GPO for the domain. Create a single GPO for each departmenf' OU and use the GPO to install the custom

'
application. /

D. Create a new child domain for each department. Creqte/a new GPO for each site and a new GPO for each new

f 4
child domain. Create a single GPO for all the new child domains and use the GPO to install the custom
” /."

#

application. o d

F

Answer: B

54. Your company has 10 offices/Each office has 10 domain controllers that run Windows Server 2008. The
network consists of one Active airectory domain.

'
Each office has a local administrator.

You use domain-level C;roup Policy objects (GPO). Office administrators have the necessary permissions to create
and link domain;.level Group Policy objects.

You create custom Administrative Template (.admx) files locally on a computer that runs Windows Vista.

You need to implement a GPO management strategy to ensure that the administrators can access the .admx files
and any future updates to the .admx files from each office. The solution must ensure that .admx files remain

identical across the company.

What should you do?
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A. In the domain, create a central store. Copy the custom .admx files to the central store.
B. In each office, create a central store on a file server. Copy the custom .admx files to the central store.
C. Create a GPO and link it to the domain. Add the .admx files to the GPO.

D. Create a GPO and link it to the Domain Controllers organizational unit (OU). Add the custom .admx files to the

GPO.
Answer: A O
W 4
S /
55. Your network consists of one Active directory domain. The functional level of the domainy‘Windows Server
/
2008, F

"4

The domain is configured as shown in the exhibit. (Click the Exhibit button.)

Engineering
Users OU

Sales Users OU Managers OU

You create four Group Polic§ objects (GPOs) as shown in the following table.

*

GPO name GPO configuration

GPO1 Install the custom database application

GPO2 Mnstall thelingsofbusiness pplicati

- Enabilera Universal serialBbus (USH %ter device and
block access to USBE flash drives

GPO4 Enable access to USE flash drives

You need to link the new GPOs to meet the following requirements:
All users must have access to a USB printer device.

All users except the department managers must be denied access to USB flash drives.
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Both department managers must have access to USB flash drives and a USB printer device.
Only users in the sales department must have the custom database application installed.

Only users in the engineering department must have the line-of-business application installed.
You must achieve this goal by using the minimum amount of administrative effort.

What should you do?

A. Link GPOL1 to the Sales Users OU. Link GPO2 to the Engineering Users OU. Link GPO3 to the All Users OU.

-

Link GPO4 to the Managers OU. r

7
¥’

B. Link GPO1 and GPO2 to the Sales Users OU and the Engineering Users OU. Link GPO3 to the domain and

'

block inheritance for the Managers OU. Link GPO4 to the All Users OU. .

C. Link GPO1 and GPO?2 to the Sales Users OU and the Engineering Users OU. Link GF‘63 to the All Users OU.
Link GPO4 to the domain and block inheritance for the All Users OU. , ._

D. Link GPOL1 to the Sales Users OU. Link GPO2 to the Engineering Users QU'./Link GPO3 to the All Users OU
and block inheritance for the Managers OU. Link GPO4 to the Ménagers OU

F 4

Answer: A

.
> s

ry
r

/
56. Your network consists of four Active directory domains named East, West, North, and South. The North

domain is the forest root domain. All domain cont[ol'iers___rLfn Windows Server 2008.

Department managers use a sales reporting apé,licgtid;l on a server named SalesServerl in the East domain. A
domain local group named SalesAppEast./in_fthé Eé/st domain has access to the application.

Each domain has a global group narﬁed Loc’:al'i;/lanagers that contains all managers from the corresponding domain.
All global groups are added to tﬁ’; SalesAppEast domain local group.

You need to ensure that any unauthdrized member added to SalesAppEast is automatically removed.

What should you do? _

A. Deny the Modify permiss?on for the SalesAppEast domain local group.

B. Create a Group Eoli;:y object (GPO). Configure the GPO to restrict group membership to the SalesAppEast
group and link t_[]e GPO to the East domain.

C. Create a Group Policy object (GPO). Configure the GPO to restrict group membership to the LocalManagers
group and link the GPO to the North domain.

D. Create a Group Policy object (GPO). Configure the GPO to restrict group membership to the LocalManagers
group and link the GPO to the North, South, and West domains.

Answer: B
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57. Your network consists of one Active directory domain. The domain has 1,000 computers that run Windows XP
and 1,000 computers that run Windows Vista.

Your company has 10 departments. You have an organizational unit (OU) for each department. You have an OU
named UsersComputers in each department OU.

You create a logon script for computers that run Windows XP and a logon script for computers that run Windows
Vista.

-

You need to prepare the environment for the deployment of the logon scripts. The solution must meet the
/{

4

following requirements:

Logon scripts must be applied based on the version of the Windows operating system’.'
Logon scripts must be applied to users from all departments when logging on from any co/n;puter.

The solution must use the minimum number of OUs and Group Policy objects (GPOS)

What should you do? : : >

A. Create one GPO. Configure the logon scripts and policy refresh in the GPO Link the GPO to the domain and

7

apply a Windows Management Instrumentation (WMI) filter. .
B. Create one GPO. Configure the logon scripts and loopback pf;)cégsing in the GPO. Link the GPO to the domain
and apply a Windows Management Instrumentation (WMI) f_ilte;.
C. Create one GPO for each Windows operating §yétem_. ‘“éonfigure the logon scripts and loopback processing in
the GPOs. Link both GPOs to the domain and aéblx a \X/indows Management Instrumentation (WMI) filter.
D. Create one GPO for each Windows opergtiﬁg §;/stem. Configure the logon script in the GPOs. Create two new
child OUs in the UsersComputers"XOU n’ar"r"w:éd WinXP and WinVista. Link each GPO to the corresponding
operating systems OU. 4
Answer: C

7
58. Your company has one office in New York and one office in Montreal. An Active Directory site exists for each
office. :
The network co_r)sists of one Active directory domain.
You create four organizational units (OUs) named NewYorkUsers, NewYorkComputers, MontrealUsers, and
MontrealComputers.
The offices collaborate on a company project. You create a group named Project that contains all user and

computer accounts for employees working on the project. Project group users from the New York office are

currently working from the Montreal office and are using their portable computers.
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You plan to deploy a new application to the Project group.

You need to prepare the environment for the deployment of the application. The solution must meet the following
requirements:

Only the Project group must have the application installed.

Existing Group Policy objects (GPOs) settings applied to the Project group must remain unaffected.

What should you do?

A. Create a GPO. Link the GPO to the Montreal site. Filter the application of the GPO to only therlDr(/)je”i:t group.
B. Create a GPO. Link the GPO to the New York site. Filter the application of the GPO to oﬁly tr}e I;roject group.
C. Move all Project group computers in the NewYorkComputers OU to the Mont’fe;IComhﬂL-lters OU. Create a
GPO. Link the GPO to the MontrealComputers OU to deploy the application. /
D. Move all Project group computers in the MontrealComputers OU to the )I}léngrkComputers OU. Create a
GPO. Link the GPO to the NewYorkComputers OU to deploy the appliqation., >

7

Answer: A / /
‘/

r
'

59. Your company has 50 offices. Twenty offices are in North :O.\rﬁgrica and 30 offices are in Europe. An Active
Directory site exists for each office. / J

The network consists of one Active directory domgiﬁ. AI.__I @lomain controllers run Windows Server 2008.

You use a domain-level Group Policy object (GI;DJ_‘_O)_’to i;stall an application named Appl on all client computers.
You need to deploy a GPO solution to meet _:Lh'e.fOiI/owing requirements:

Maintain all settings applied by the &istiné GEOS.

Deploy shared printers based ori"::omput’ér location.

What should you do?

A. Create and link a GPO to eaéh site to deploy the printers.

B. Create and link the GPO :o the domain to deploy the printers.

C. Create a new org@,niéational unit (OU) for Europe and a new OU for North America. Create and link the GPO
to each new. OU to deploy the printers.

D. Install a child domain for Europe and a child domain for North America. Create and link a GPO to each

domain to deploy the printers.

Answer: A

60. Your network consists of an Active Directory forest that contains only domain controllers that run Windows
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Server 2003.
You need to prepare the environment for the implementation of a new Windows Server 2008 domain in the forest.
What should you do?

A. Run adprep /forestprep on the schema operations master.

B. Run adprep /domainprep on the schema operations master.

C. Run adprep /forestprep on the infrastructure operations master.

D. Run adprep /domainprep on the infrastructure operations master.

Answer: A

.’. a

61. Your company has one main office and five new branch offices. The branch offices 4re connected to the main

office across slow network links. The network consists of one Active Diregtory’ domain. All domain controllers

/
run Windows Server 2008. .

7

Each office has a local server administrator. / 7

You need to plan for the implementation of Windows Server 206§ domain controllers in each branch office. The

F F

solution must minimize the amount of network bandwidth used dufing the initial replication.
5

What should you include in your plan? /

7
rd

A. Create an installation media by using ntdsutil. '
B. Run adprep /rodcprep on a server in each br‘aﬁ,ch_’off.i/ce.

C. Create a System State back up by using Vyindo\;\;s Server Backup in Windows Server 2008.

D. Install Active Directory Lightweiéht Dir’eé'tﬁ(-)ry Services (AD LDS) in the branch office.

Answer: A d

62. Your network consists of _tvv'6 Active Directory forests named Forestl and Forest2. The functional level of both

/
forests is Windows Server 2003. Both forests contain only domain controllers that run Windows Server 2008.

You install a new ser_ye; named Serverl in Forest2.

You need to recgmmend an access solution that meets the following requirements:
Users in Forestl must have access to resources on Serverl.

Users in Forestl must be denied access to all other resources within Forest2.
What should you recommend?

A. Raise the forest functional level of Forestl and Forest2 to Windows Server 2008.

B. Raise the domain functional level of all domains in both forests to Windows Server 2008.
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C. Create a forest trust between Forestl and Forest2. Set the Allowed to Authenticate right on the computer object
for Serverl.
D. Create a forest trust between Forestl and Forest2. Set the Allowed to Authenticate right on the computer object
for the Forest2 infrastructure operations master object.
Answer: C

V4

63. Your network consists of one Active Directory domain that contains only domain controllers that rdn Windows
4

' 4

Server 2003. ),

Your company acquires another company. .

You need to provide user accounts for the employees of the newly acquired company: Tﬁe- solution must support
multiple account lockout policies. /\ }
What should you do?

A. Implement Authorization Manager. / /

B. Implement Active Directory Federation Services (AD FS).

* F

C. Upgrade one domain controller to Windows Server 2008. Raise the functional level of the domain to Windows
//

Server 2003. /

D. Upgrade all domain controllers to Windows Sqrv'ér 20653. Raise the functional level of the domain to Windows

Server 2008. P

Answer: D o i

64. You are the enterprise administrator’for a company named Contoso, Ltd. Contoso acquires a company named
Fabrikam, Inc.
Contoso and Fabrikam each hdve one Active Directory forest that contains two domains. All domain controllers

'
run Windows Server 2008.

You need to migrate'me/Fabrikam domain resources to the Contoso forest.

What should you do?

A. Run the Active Directory Migration Tool (ADMT) from a server in Contoso.

B. Run the Active Directory Migration Tool (ADMT) from a server in Fabrikam.

C. Run the Microsoft Windows User State Migration Tool (USMT) from a server in Contoso.

D. Run the Microsoft Windows User State Migration Tool (USMT) from a server in the Fabrikam forest.

Answer: A
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65. Your network contains one Active Directory forest that has a root domain and three child domains. All domain
controllers run Windows Server 2003 Service Pack 1 (SP1). Each domain has a different password policy.

The domain is configured as shown in the exhibit. (Click the Exhibit button.)

Contogo.com

- 1 &
amar.Contoso.com apac.Contoso.com Euro.Contoso,com
Password Age: 90 Days Password Age: 60 Days Password Age: 40 Days
Password Length 8 Characters
Password Length 7 Characters Password Length 10 Characters

You plan to reduce the number of domains in th’e/jéf.est.
P
You need to plan the restructuring ofthe for_g‘st"to meet the following requirements:
Maintain all existing password p6|icies./
Maintain all existing user account a}tributes.
What should you include in-your plan?
A. Upgrade all domains to Windows Server 2008. Redirect the users container in the root domain by using the
redirusr.exe tool, and thén remove the child domains. Enable fine-grained password policies.
B. Upgrade all domz:ins to Windows Server 2008 and enable SID history. Move all user accounts from the child
domains to the r/c;ot domain by using the movetree.exe tool, and then remove the child domains.
C. Upgrade the forest root domain to Windows Server 2008. Use the Active Directory Migration Tool (ADMT) to
migrate user accounts that contain SID history from the child domains to the forest root domain. Remove the child

domains.

D. Upgrade the forest root domain to Windows Server 2008. Use the Active Directory Migration Tool (ADMT) to
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migrate user accounts from the child domains to the forest root domain, and then remove the child domains.
Enable fine-grained password policies.

Answer: D

66. Your company has a main office and a branch office.
Your network consists of one Active Directory domain. All domain controllers run Windows Server 2008. ,

You need to plan the installation of a new server as a read-only domain controller (RODC) in the branch office.
/{

4

The plan must meet the following requirements:

A branch office user must complete the RODC installation.
The branch office user must only be a member of only the Domain Users security group: o

r

What should you do first? /)

J( /_'
A. Create an installation media by using ntdsutil. >

7

B. Instruct the user to join the new server to the domain. / /
Fa 4 .
C. Pre-create a read-only domain controller (RODC) account for the branch office server.

/

D. Create an organizational unit (OU) for the branch office. Dé-!eg’ate full control of the OU to the branch office
user. :
Answer: C

./..l_,/;
67. Your network consists of one Active Dir/ectory domain. All domain controllers run Windows Server 2003. The
functional level of the forest is Windaws 2000 The functional level of the domain is Windows 2000 mixed.
You install a domain controller f;at runs’'Windows Server 2008.
You plan to deploy a read-only domain controller (RODC).
You need to modify the domain’énd forest functional levels to support the installation of the RODC.

/
What should you do?

A. Set the domain fu_pcfional level to Windows 2003 and the forest functional level to Windows 2000 native.
B. Set the domain functional level to Windows 2003 and the forest functional level to Windows 2003.
C. Set the domain functional level to Windows 2008 and the forest functional level to Windows 2003.

D. Set the domain functional level to Windows 2008 and the forest functional level to Windows 2008.

Answer: B

68. You are the enterprise administrator for a company named Contoso, Ltd.
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The network consists of one Active Directory domain named contoso.com.
You have a Microsoft Exchange Server 2007 organization named Contoso. All users log on to their computers by
using credentials identical to their e-mail addresses.

The company plans to change its name to A. Datum Corporation and modify all user e-mail addresses to include a
new adatum.com domain name.

You need to enable all users to log on to their computers by using the new domain name. The solution must not
disrupt existing applications on the network.

What should you do first?

A. Use the Active Directory domain Rename Tool to rename the domain to adatum.c'c’)'nﬁj.

B. Use the DNS Management Console to create a new forward lookup zone named adatufn.com.

F
r

C. Create an alternative user principal name (UPN) suffix of adatum.com. ¢ f )

D. Create a new accepted domain named adatum.com in the Exchange Server 2007 organization.
Answer: C J
.J. _./

r
'

69. Your company has two main offices located in two countries-and multiple branch offices in each country. The
5
wide area network (WAN) link between the offices has restricted and limited connectivity.

The network consists of two Active Directory forgsté. The/functional level of the forests is Windows 2000 Server.

F i /
Each forest includes a root domain and four child;domains. All resources for each forest are located only in a
_r" /."

single country. o d

F

You plan to deploy Active Direct&y Do’m'é'i‘-n Services (AD DS). The AD DS deployment must support the
following requirements: 4

Replication traffic between the main offices must be minimized.

Users in all offices must be ablé'!to access resources in all other offices.

'
The solution must use the minimum amount of domains.

Which migration strq_teéy should you recommend?

A. Restructure to a two-domain, two-forest Active Directory structure.

B. Restructure to a single-domain, single-forest Active Directory structure.
C. Restructure to a multi-domain, single-forest Active Directory structure.

D. Upgrade all existing domains and maintain the existing Active Directory structure.

Answer: A
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70. Your company has a main office and 10 branch offices.

The network consists of one Active Directory domain. All domain controllers run Windows Server 2008 and are
located in the main office.

Each branch office contains one member server. Branch office administrators in each branch office are assigned
the necessary rights to administer only their member servers.

You deploy one read-only domain controller (RODC) in each branch office.

-

You need to recommend a security solution for the branch office Windows Server 2008 domain contfollers. The
/{

4

solution must meet the following requirements:
Branch office administrators must be granted rights on their local domain controller 6hiy.

Branch office administrators must be able to administer the domain controller in their bra/nch office. This includes

F
r

changing device drivers and running Windows updates. -/ )

J( /_'
What should you recommend? ;

A. Add each branch office administrator to the Administrators groip of the.ddmain.

'J. '/ - - -
B. Add each branch office administrator to the local Administrators group of their respective domain controller.

/

C. Grant each branch office administrator Full Control permissiori on their domain controller computer object in
5

Active Directory. 7

D. Move each branch office domain controller cpnﬁput_er/object to a new organizational unit (OU). Grant each

f 4
local administrator Full Control permission on‘'the new OU.
" /."

#

Answer: B o i

F

rd
71. Your company has a main office and"10 branch offices.

The network consists of one Active Directory domain. All domain controllers run Windows Server 2008 and are
located in the main office.

You need to plan the deplo;ment of one Windows Server 2008 domain controller in each branch office. The
solution must meet the i:ollowing requirements:

Branch office dgmain controllers must be able to log users on to the domain.

Branch office domain controllers must be able to store the passwords of only some domain users.

Users must be able to download Group Policy objects (GPOs) from the branch office domain controllers.

What should your plan include?

A. Install Active Directory Lightweight Directory Services (AD LDS).

B. Install Active Directory Domain Services (AD DS) on a Server Core installation of Windows Server 2008.
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C. Install Active Directory Domain Services (AD DS). Select the read-only domain controller (RODC) option
during installation.

D. Install Active Directory Domain Services (AD DS). Create a new Password Settings object (PSO). Link the
PSO to user objects in the respective branch office.

Answer: C

72. Your company has a main office and 10 branch offices. r
4
The network consists of one Active Directory domain. All domain controllers run Windows Server 2008 and are

o
r

located in the main office.

You plan to deploy one Windows Server 2008 domain controller in each branch office: %J are concerned that the

branch offices will fail to provide adequate security for the new domain control}ef's, :

You need to recommend a security solution to meet the following requirements:™

7

Prevent any unauthorized user from accessing user passwords when the server is running.

: py
Prevent any unauthorized user from accessing user passwords either locally or over the network on each branch
" 4

/
rFd
.

office domain controller.

-
7

'
Which configuration should you recommend for each branch office domain controller?

7
rd

A. Enable an IPsec policy.

B. Enable Windows Firewall. r

e

. /t'
C. Enable the read-only domain controllep-(RODC) option.

D. Enable Windows BitLocker Drive Encrypfion (BitLocker).
/

F

Answer: C
73. Your company has one mair'i!office and 10 branch offices.

/
The network consists of one Active Directory domain. All domain controllers run Windows Server 2008 and are

located in the'main Q,ffiée.

You plan to dep!py one Windows Server 2008 domain controller in each branch office.

You need to-fecommend a security solution for the branch office domain controllers. The solution must prevent
unauthorized users from copying the Active Directory database from a branch office domain controller by starting
the server from an alternate startup disk.

What should you recommend on each branch office domain controller?

A. Enable the secure server IPsec policy.
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B. Enable the read-only domain controller (RODC) option.
C. Enable Windows BitLocker Drive Encryption (BitLocker).
D. Enable an Encrypting File System (EFS) encryption on the %Systemroot%\NTDS folder.

Answer: C

74. Your company has a main office and 100 branch offices.
The network consists of one Active Directory domain that contains 10,000 users.

You plan to deploy one Windows Server 2008 domain controller in each branch office. J .
You need to recommend a solution to minimize network traffic during the installation of Ac;ivg Directory Domain
Services (AD DS) on each branch office domain controller.

What should you recommend? /)
A. Install AD DS by using the Install from Media feature. :

B. Install AD DS and configure the read-only domain controller (RODC) o.pﬁ!on.

C. Install a Server Core installation of Windows Server 2008, andJ:[hen install AD DS.

& F.

D. Disable the Global Catalog option on each branch offi.;.;e"';jomain controller. Enable Universal Group
Membership Caching from each branch office site. / J
Answer: A

_/"'.’/.-
75. Your company has one main office and 20 branch offices.
The network consists of one Active';Direct’of'g;-domain. All domain controllers run Windows Server 2008 and are
located in the main office. d
Each branch office contains a server that runs a Server Core installation of Windows Server 2008.
You need to deploy domain ch'i!roIIers in the branch offices to meet the following requirements:

'
The minimum number of services must run on the domain controllers.

The minimum number (;f Windows servers must be installed in the branch offices.

Passwords for all users must be stored on the domain controllers in the branch offices.

What should“you do on each branch office server?

A. Install Active Directory Domain Services (AD DS) and configure the server as a domain controller.

B. Install Active Directory Domain Services (AD DS) and configure the server as a read-only domain controller

(RODC).

C. Install a full installation of Windows Server 2008. Install Active Directory Domain Services (AD DS) and
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configure the server as a domain controller.
D. Install the Windows Server virtualization role. Install a child virtual machine that runs Windows Server 2008
and Active Directory Domain Services (AD DS). Configure the virtual machine as a domain controller.

Answer: A

76. Your company has two main offices in Denver and Chicago and four branch offices in New ¥ork, Miami,

-

Seattle, and San Francisco. Each office is configured as an Active Directory site. Site links are C(frifigured as

' 4

shown in the exhibit. (Click the Exhibit button.) J

New York \ M San Francisco
Chicage | m‘; Dehiver
W A

; " . F X
Miami | Seattle

The network consists of one Active Directory forest. All domain gontrollers run Windows Server 2003.

Each main office has four domain controllers. Each branch offi‘tfe,Hés one domain controller. The Bridge all site

-
7

links option is disabled. d

i
F

You need to prepare the environment to install a read-only domain controller (RODC) in each branch office. The
solution must be achieved by upgrading the mifnjm)um nﬁ.mber of domain controllers.

What should you do? oy //

A. Upgrade one domain controller/in tlhé"/__thcago office and one domain controller in the Denver office to
Windows Server 2008. /

B. Upgrade one domain controllers in the Chicago office to Windows Server 2008. Create a site link that connects
the Seattle and San Francisco office sites to the Chicago office site.

C. Configure a site link to connect all branch office sites. Upgrade one domain controller in the Denver office to
Windows Server 2008.

D. Configure a site I';nk to connect the Chicago office site and the San Francisco and Seattle office sites. Upgrade
one domain con;roller in the Denver office to Windows Server 2008.

Answer: B

77. Your company has one main office and 20 branch offices. Each office is configured as an Active Directory

site.
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The network consists of one Active Directory domain. All servers run Windows Server 2008 and all client
computers run Windows Vista. The main office contains three domain controllers.

You need to deploy one domain controller in each branch office to meet the following requirements:
Authentication to a main office domain controller must only occur if a local domain controller fails.

Client computers in the main office must not authenticate to a domain controller in a branch office.

Client computers in a branch office must not authenticate to a domain controller in another branch office. ,

Client computers in each branch office must attempt to authenticate to the domain controller at their local site
/{

4

first.

.’. a

What should you do first?
A. Associate the IP subnet of each branch office to the Active Directory site of the main office.

B. Select the read-only domain controller (RODC) option and the Global --Cgtéll_og'}option when deploying the

. . /
branch office domain controllers. ;

C. Create a Group Policy object (GPO) that applies to all brafch office .domain controllers and controls the

registration of DNS service location (SRV) records.

e J
F F

=3 Fi
D. Configure only the main office domain controllers as global catalog servers. Enable Universal Group
*

Membership Caching in the Active Directory site for each branch office.

7
rd

Answer: C

./..l_,/;
78. Your company has one main office, a_r)d four branch offices. Each branch office has a read-only domain
controller (RODC). ‘4
The network consists of one Acfi’i/e Directory domain. All domain controllers run Windows Server 2008.
Some branch office users work in @ department named Sales. Sales department users must be able to log on to all
computers in their respective _br'énch offices, even if a wide area network (WAN) link fails.

/
The company security policy has the following requirements:

User account passwq_rd; must be replicated to the minimum number of locations.

A minimum nur_[lber of passwords must be replicated to the branch office domain controllers.

You need to configure a password replication policy that supports the company security policy.

What should you do?

A. Install a writable domain controller in all branch offices. Create one global group that contains all Sales

department users. Create a fine-grained password policy and apply the policy to the group.

B. Install a writable domain controller in all branch offices. Create one global group that contains the computers
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of all Sales department users. Add the group to the Allowed RODC Password Replication Group in the domain.

C. Create one global group for each branch office that contains the Sales department users and computers in the
corresponding branch office. Add all groups to Windows Authorization Access Group in the domain.

D. Create one global group for each branch office that contains the Sales department users and computers in the
corresponding office. Add each group to the Password Replication Policy in the corresponding branch office.

Answer: D N 4
7
: /
79. Your company has a main office, three regional offices, and six branch offices. The r}etwork links are

/ 7
o -
#

configured as shown in the exhibit. (Click the Exhibit button.)

-

=

Main Office

N

———r Ce

. = . - X '-_ - - i3 p— F
. -F""‘ 4 N | } P k\ -
F; Regional Office ] Regional Office _ Regional Office
j ¥
e g . g -
Branch Office } Branch Office ; { Branch Office { Branch. Office { Branch Office { Branch Office }

The network consists of one Active "6irect(;rjxaomain.

You create an Active Directory )s/ite for.€ach office. You create a site link for each wide area network (WAN) link.
The Bridge all site links option is diSabled.

You need to plan the deploymen’:t of domain controllers. The solution must meet the following requirements.

/
Windows PowerShell must be installed on all domain controllers in each regional office.

Domain user ‘account F;asswords stored on the domain controllers must be protected if a branch office domain
controller is stol/en.

What should*you do?

A. In each branch office and in each regional office, install a Server Core installation of Windows Server 2008 and
configure a writable domain controller.

B. In each branch office and in each regional office, install a full installation of Windows Server 2008 and

configure a read-only domain controller (RODC).
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C. In each branch office, install a Server Core installation of Windows Server 2008 and configure a read-only
domain controller (RODC). In each regional office, install a full installation of Windows Server 2008 and
configure a writable domain controller.

D. In each branch office, install a full installation of Windows Server 2008 and configure a read-only domain
controller (RODC). In each regional office, install a Server Core installation of Windows Server 2008 and
configure a writable domain controller.
Answer: C

J/
r

80. Your company has one main office and eight branch offices. Each branch office has 200 élient computers and
a local administrator. s

The network consists of one Active Directory domain. All domain controllers--rqn’Wir’i}dows Server 2008.

. . . /
You plan to deploy domain controllers to the branch office locations. '

You need to plan an administration solution for the branch officesthat meets the following requirements:
S ' i . .
Branch office administrators must be able to update drivers on their respective branch office domain controllers.

/

Branch office administrators must be able to log on only to,doma;.in"gontrollers in their respective branches.

What should you include in your plan? / :

A. Deploy a Windows Server 2008 read-only qofhair] ‘controller (RODC) in each branch office. Assign the
Administrators role for the RODC to the branch:_é_;ffiyce ;dministrators.

B. Deploy a Windows Server 2008 read-_pnly a/omain controller (RODC) in each branch office. Assign the
Network Configuration Operators rdfl’e for thékODC to the branch office administrators.

C. Deploy a domain controller t"r:at runs’a Server Core Installation of Windows Server 2008 in each branch office.
Add the branch office administrator'to the Server Operators domain local group.

D. Deploy a domain controller fhat runs a Server Core Installation of Windows Server 2008 in each branch office.

/
Add the branch office administrator to the Administrators domain local group.

7

Answer: A

81. Your company has one main office and eight branch offices. Each branch office has one server and 20 client
computers.

The network consists of one Active Directory domain. All main office domain controllers run Windows Server
2008. All branch office servers are configured as domain controllers and run Windows Server 2003 Service Pack 1

(SPY).
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You need to implement a security solution for the branch offices to meet the following requirements:

The number of user passwords stored on branch office domain controllers must be minimized.

All files stored on the branch office domain controller must be protected in the event of an offline attack.

What should you do

A. Upgrade branch office domain controllers to Windows Server 2008. Enable Windows BitLocker Drive

Encryption (BitLocker).

-

B. Replace branch office domain controllers with Windows Server 2008 read-only domain controller§'(RODCs).
/{

Enable Windows BitLocker Drive Encryption (BitLocker). (

C. Replace branch office domain controllers with Windows Server 2008 read-only 'a'o'mainl. cbntrollers (RODCs).
Enable Encrypting File System (EFS) for all server drives. 7
D. Add the branch office domain controller computer accounts to the read-gn'ly domain controllers (RODCs)

/
group. Enable Encrypting File System (EFS) for all server drives. 5

Answer: B / /
‘/

r
'

82. You network consists of one Active Directory domain. All domain controllers run either Windows Server 2008
5

or Windows Server 2003. A custom application stores passwards in Active Directory.

You plan to deploy read-only domain controllers (RO'DC__sf’on the network.

7 /
You need to prevent custom application passwords from being replicated to the RODCs.
" /."

What should you do? o d

A. Upgrade the schema master to V\ﬁ;ndows S’él:-rver 2008. Configure a fine-grained password policy.

B. Upgrade the infrastructure m';ster to/Windows Server 2003 Service Pack 2 (SP2). Mark the custom application
password attribute as confidential. /

C. Upgrade all domain contr(_)lléfrs to Windows Server 2008. Add the custom application password attribute to the
RODOC filtered attribute set z:nd mark the attribute as confidential.

D. Upgrade all dom@jn')controllers to Windows Server 2008. Set the functional level of the forest and the domain
to Windows Seryer 2008. Configure a fine-grained password policy.

Answer: C

83. Your network consists of one Active Directory domain named contoso.com. The domain contains three
Windows Server 2008 servers named Serverl, Server2, and Server3.

Serverl runs Active Directory Certificate Services (AD CS) and is configured as an enterprise root certification
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authority.

Server2 hosts an internal Web site. Users currently connect to the Web site by using the URL
https://server2.contoso.com.

You plan to replicate the Web site from Server2 to Server3.

You need to recommend a solution to enable users to connect to the Web site through HTTPS on either Server2 or

Server3 by using a single URL. The solution must meet the following requirements: o
i
Users must be able to use the https://www.contoso.com URL to connect to the Web site. 4
/
Incoming connections must be dynamically balanced between Server2 and Server3. ( /
/

What should you recommend? £

A. Add both servers to a Network Load Balancing cluster. Export the Web server certificﬁé on Server2 to Server3.
. . /7
B. Add both servers to a failover cluster. Issue a Web server certificate™ for jwww.contoso.com. Install the

certificate on Server2. 2

4
C. Add both servers to a Network Load Balancing cluster. Issue’a Web_server certificate for www.contoso.com.

Install the certificate on Server2 and Server3. fj/ . r

D. Add both servers to a failover cluster. Issue a Web server certificate for server2.contoso.com and install the
/

certificate on Server2. Issue a Web server certificate for server3.contoso.com and install the certificate on Server3.

Answer: C

84. Your network consists of one Active,Dy:ectOry domain that contains two servers named Serverl and Server2
that run Windows Server 2008. / /

Serverl runs Active Directory Certificate Services (AD CS) and is configured as an enterprise root certification
authority (CA). Serverl is only accessible from the internal network. Serverl issues certificates to both internal
and external client computers tﬁat run Windows Vista. Server2 is configured as a Web server. Server2 is located in

/
R e T 4
. oy gy T 18
Ny = Fi
Y Ny iy
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’ -

the perimeter network and is only accessible through HTTP.
== Serverl

/
The network is confpured as shown in the following diagram.
Firewall -

W, ‘;.i;;i

Infe rnet

]

Perimeter network Internal network

You need to recommend an e-mail security solution for all Windows Vista client computers that meets the

following requirements:
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Users must only request status information for individual certificates.

Users must be notified when they attempt to send a secure e-mail message to a user that has an expired certificate.
What should you recommend?

A. Configure a root CA on Server2.

B. Configure a subordinate CA on Server2.

C. Configure the Online Responder service on Server2.

D. Configure a certification revocation list (CRL) distribution point on Server2.
Answer: C

85. Your network contains servers that run Windows Server 2008 and client computers théf-run Windows Vista.
All network routers support IPsec connections. Client computers and serv_grs" _.us}é‘ IPsec to connect through
network routers. 4

You have two servers named Serverl and Server2. Serverl has’Active Dir:ectory Certificate Services (AD CS)
installed and is configured as a certification authority (CA). Servé'r__z r_ung Internet Information Services (11S).

You need to recommend a certificate solution for the nejwori; r6[1ters. The solution must meet the following
requirements: / ;

Use the Simple Certificate Enrollment Protocol (S‘_CEP)..__

Enable the routers to automatically request certif_i,ca_t_es.'/

What should you recommend implementing?” :

A. certification authority Web enrolanent sér'\'/'i:ces on Server2

B. Network Device Enrollment gervice.-On Server2

C. Online Responder service on Serverl

D. subordinate CA on Serverl *

Answer: B

86. Your network consists of one Active Directory domain that contains servers that run Windows Server 2008.

The relevant-servers are configured as shown in the following table.

Server name Installed services Role
Active Directory Domain Services :

Serverl CiBaDS) = i Domain contraller
ﬂgiue Directory Certificate” & &)

 S— Services (#D CS) Wl Certification authority
Internet Infarmation Services (CAD

(115}
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All client computers are members of the domain and run Windows Vista. All users have accounts in the domain.
You need to recommend a solution that enables all client computers to automatically request and install computer
certificates.

What should you recommend?

A. On Server2, implement the Network Device Enrollment Service.

B. On Server2, implement certification authority Web enrollment support. o

C. On Serverl, enable auto-enrollment in the User Configuration section of the Default Domain Pgligy/

D. On Serverl, enable auto-enrollment in the Computer Settings section of the Default Domginy)licy.
/

"4

. . . . . / ,
87. Your network consists of one Active Directory domain that contains two/érvers that run Windows Server

Answer: D

2008 named Serverl and Server?2.

~

' 4
Serverl runs Active Directory Certificate Services (AD CS) and’is configured as a certification authority (CA).

Server2 runs Internet Information Services (11S) and hosts a seeu’{re Vl\leﬁ service. External users must subscribe in
order to access the Web service. The Web service accepts subscriptions only from client computers that run

Windows XP Service Pack 2 or Windows Vista. /

The relevant portion of the network is configured as ’sh(}wh/in the following diagram.

,

W, ‘;.i;;i

Infe rnet

Perimeter network Internal network

You need to ensure that subscribers can successfully connect to the Web service on Server2 through HTTPS.
Users must not receive any certﬁicate-related errors.

/!
What should you do on Server2?

/
A. Install a server ce/r,tificate issued by Serverl.
B. Issue and ins}all a self-signed server certificate.
C. Install a server certificate issued by a public CA.

D. Install the trusted root CA certificate issued by Serverl.

Answer: C

88. Your company has four offices that are connected by using high speed wide area network (WAN) links. Each
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office has a router that supports the Simple Certificate Enrollment Protocol (SCEP).

The network consists of one Active Directory domain. All domain controllers run Windows Server 2008.

You have a Certificate Services infrastructure. The Certificate Services servers run Windows Server 2003
Standard Edition.

You plan to enable device authentication for all routers.

You need to recommend changes to the Certificate Services infrastructure to support device authentication,

Which changes should you recommend? r

7
¥’

A. Install a new server that runs Windows Server 2008 Enterprise Edition. Enable the Active Dirgctory Certificate

.’. a

Services (AD CS) role.

B. Install a new server that runs Windows Server 2008 Standard Edition. Install the f\letwork Protection and

F
r

Access Services (NPAS) role. . )

C. Upgrade the existing Certificate Services servers to Windows Server 2008 S{andard Edition. Enable the Web
enrollment component. 7

D. Upgrade the existing Certificate Services servers to Windd()ys _Se'r/ver 2008 Enterprise Edition. Enable the
Network Device Enrollment service. ! 4
Answer: D " 4
89. Your network consists of one Active Directbfy c{omain. All domain controllers run Windows Server 2008.

You need to deploy Certificate Services on t_pe ﬁet’\//vork to support the following requirements:

Maintain availability if a single serv'ér fails:

Delegate the enrollment of certif’ifcates for separate groups of users.

Restrict the types of certificates that'can be issued by a certificate manager.

What should you do? _

A. Deploy two servers that :un Windows Server 2008 Enterprise Edition. Configure a failover cluster. Configure
an enterprise certificgti(;n authority (CA).

B. Deploy two servers that run Windows Server 2008 Enterprise Edition. Configure a failover cluster. Configure a
stand-alone root certification authority (CA).

C. Deploy two servers that run Windows Server 2008 Enterprise Edition. Configure an enterprise root certification
authority (CA) and a stand-alone subordinate CA.

D. Deploy two servers that run Windows Server 2008 Standard Edition. Configure a stand-alone root certification

authority (CA) and an enterprise subordinate CA.
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Answer: A

90. You network contains one Active Directory domain. All domain controllers run Windows Server 2008. The
network has 100 servers and 5,000 client computers. Client computers run either Windows XP Service Pack 2
(SP2) or Windows Vista Service Pack 1 (SP1).

You need to plan the deployment of Certificate Services on the network to support the following requirements:
Automatic certificate enrollment

Supported certificates for all client computers

What should you include in your plan?

A. Deploy a stand-alone certification authority (CA). Create V2 templates.

B. Deploy a stand-alone certification authority (CA). Create V3 templates. ¢ /|
C. Deploy an enterprise certification authority (CA). Create V2 templatej_s.

D. Deploy an enterprise certification authority (CA). Create V3 templates../

S 4
’

Answer: C

91. Your network contains servers that run Windows Server 2008 and client computers that run Windows Vista.

You deploy a public key infrastructure by using Cgrt'i'fica_te/Services servers that run Windows Server 2008.

F i -/
You need to plan the implementation of smart card authentication on the network. The solution must meet the
” J
5
following requirements: o d

F i

Help desk users must only be able téxenrollfu’s"(;r certificates.

Managers must be able to enroll)gmartca'rds for other employees.
Managers must be able to use their.Client computers to manage certificates.
What should you include in y_ou? plan?

/
A. Enable Web enrollment.

B. Configure Restricted Enrollment Agents.
C. Upgrade all certificates to V3 templates.
D. Configure'Restricted Certificate Managers.

Answer: B

92. Your network consists of one Active Directory forest named contoso.com. The functional level of the

contoso.com forest is Windows Server 2008.
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The network contains seven servers that run Internet Information Services (11S) 7.0 and host Web services.
Remote users from a partner company access the Web services through HTTPS. The partner company has a
separate Active Directory forest named fabrikam.com. The functional level of the fabrikam.com forest is Windows
Server 2003.

You need to recommend an authentication solution for the fabrikam.com users. The solution must meet the
following requirements:

All communications between both forests must use only HTTPS.

Remote users must only authenticate once to access all Web services.

Users from fabrikam.com must access the Web services by using user accounts in thé'f;brikam.éom forest.

What should you recommend? /

A. Implement Client Certificate Mapping Authentication on the 11S servers. |

B. Implement Microsoft Identity Lifecycle Manager (ILM) 2007 on the contoso.tfam forest.

C. Implement a forest trust between the contoso.com and the fab?ikam.com!forests. Configure the forest trust to
use Selective Authentication.

D. Implement Active Directory Federation Services (AD ES) |n tH'é:. contoso.com forest. Create a federation trust
between the contoso.com forest and the fabrikam.com forest.

Answer: D

93. Your network consists of two Active .Di_re‘cto’r& forests. The Active Directory forests are configured as shown

in the following table.

Forest D
Forest z " controller
functional Domain name .
name 1Eardl operating
system
P Windows Server
A L - W el = ol = 2008
E Server 2003 :% [ Windows Server
mﬁanyl.cuntum.cnm s00a
YWindow s fabrikarm.com EBEDWS SevE
fabrikarm.com | Server 2000 Y
7 company . fabrikam.com 5003

You need to prepare the environment to allow users to access resources in all domains from both forests. The
solution must require the minimum amount of administrative effort.
What should you do first?

A\. Set the functional level of the contoso.com forest to Windows Server 2008.
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B. Set the functional level of the fabrikam.com forest to Windows Server 2003.

C. Upgrade all domain controllers in the fabrikam.com domain to Windows Server 2008. Set the domain
functional level of fabrikam.com to Windows Server 2008.

D. Upgrade all domain controllers in the fabrikam.com and company?2.fabrikam.com domains to Windows Server
2008. Set the functional level of the fabrikam.com forest to Windows Server 2008.

Answer: B

94. Your network consists of two Active Directory forests. The Active Directory forests aré configured as shown

in the following table.

Forest Domain
Forest i ¥ %

functional Domain name functional
name

level level

Windows Server

contoso.com

Windows Server
2008

contoso.com 5004 - ~

1 : Windows Server
S [Eampany 1 eentdso.cam

2008

Windows Server | fabrikarm.com ;TI::BEDWS 5

fabrikarm.com | 2003 Windows San/ss
7 company 2. fabrikam.com 5008

The contoso.com and fabrikam.com domains each contains ohe server that runs Active Directory Federation
Services (AD FS). :

Users in the companyl.contoso.com doﬁlaip '/require access to an application server in the
company?2.fabrikam.com domain. The appli(_:atiorigerver is configured to allow only Kerberos authentication.

You need to ensure that users in tﬁe coﬁpéﬁyl.contoso.com domain can access the application server in the
company?2.fabrikam.com domai'hl.

What should you do first?

A. Create a forest trust betweer the contoso.com forest and the fabrikam.com forest.

B. Create an external trust bétween the contoso.com domain and the fabrikam.com domain.

C. Create an AD.FS fed'.eration trust between the contoso.com forest and the fabrikam.com forest.

D. Create an external trust between the company1.contoso.com domain and the company2.fabrikam.com domain.

Answer: A

95. Your network consists of one Active Directory domain. All domain controllers run Windows Server 2008.
You have file servers that run Windows Server 2008. Client computers run Windows Vista and UNIX-based

operating systems. All users have both Active Directory user accounts and UNIX realm user accounts. Both
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environments follow identical user naming conventions.
You need to provide the UNIX-based client computers access to the file servers. The solution must meet the
following requirements:
Users must only log on once to access all resources.
No additional client software must be installed on UNIX-based client computers.
What should you do? -
A. Create a realm trust so that the Active Directory domain trusts the UNIX realm. 4
B. Install an Active Directory Federation Services (AD FS) server that runs Windows Sgrver’200)8.

/
C. Enable the subsystem for UNIX-based applications on the file servers. Enable a"l\ietwqu-FiIe System (NFS)
component on the client computers. 4
D. Enable the User Name Mapping component and configure simple mappir}g" .'.En’z;ble a Network File System
(NFS) component on the servers. >
Answer: D / /

J

96. Your network consists of two Active Directory forests, The Attive Directory forests are configured as shown
//

in the following table. 7
Root domain Forest functional
ame - level
cont@so.Gom Sy | | 'Windows, Server 2008
fabrikarm.com Windows Server 2008
r F

The servers in both forests run Windows §§;Ver 2008. A forest trust exists between the fabrikam.com forest and

the contoso.com forest. /

Fabrikam.com has a server named serverl.fabrikam.com. Contoso.com has a global group named ContosoSales.
Users in the ContosoSales global group access an application on serverl.fabrikam.com.
You discover that users from other groups in the contoso.com domain can log on to servers in the fabrikam.com

F
4

domain.

You need to implemént an authentication solution to meet the following requirements:

Users in the Cor;tosoSaIes global group must be able to access serverl.fabrikam.com.

Users in the ContosoSales global group must be denied access to all other servers in the fabrikam.com forest.
All other users in the contoso.com domain must be able to access only resources in the contoso.com forest.

What should you do?

A. Replace the existing forest trust with an external trust between the contoso.com domain and the fabrikam.com
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domain. On the serverl.fabrikam.com computer object, grant the Allowed to Authenticate permission to the
ContosoSales global group.

B. Replace the existing forest trust with an external trust between the contoso.com domain and the fabrikam.com
domain. In the local security policy of serverl.fabrikam.com, assign the Access this computer from the network
user right to the ContosoSales global group.

C. Set the authentication scope of the existing forest trust in the fabrikam.com domain to Allow authentication

-

only for selected resources in the local domain. On the serverl.fabrikam.com computer object, grant the Allowed
/{

to Authenticate permission to the ContosoSales global group. (

J
o

D. Set the authentication scope of the existing forest trust in the fabrikam.com domain to Allow authentication

only for selected resources in the local domain. In the local security policy on serverl;fabrikam.com, assign the

Access this computer from the network user right to the ContosoSales global grgdp_. :

J
Answer: C

i J
/ J

97. Your network contains a six-node Microsoft Clustering Seﬁfice (MSCS) cluster that has a shared quorum.

/
rFd

Each of the six nodes runs Windows Server 2003. e
/
You need to recommend a solution to transition the cluster tor Windows Server 2008. The solution must maintain

the availability of cluster services during the transitidn. ; /

4

What should you recommend? F

A. Evict one node at a time and rebuild the _c/luéter’/t)y using Windows Server 2008.

B. Evict five nodes from the cluster.'”lnstall’ V\"/'-il-ndows Server 2008 on the remaining node. Add five new Windows
Server 2008 nodes. d

C. On each node, run the Windows/Server 2008 installation program.

D. On the MSCS, change the q'i]orum type to a Majority Node Set (MNS) quorum. Install Windows Server 2008
on all nodes. ;

Answer: A

98. Your company has one main office and 10 branch offices.

You plan to deploy Active Directory.

You need to recommend a solution to recover Active Directory domain objects in the event of data loss. The
solution must ensure that you can recover individually deleted user accounts.

What should you recommend?
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A. Install multiple domain controllers.

B. Install a server that runs Windows Server 2008 that has Active Directory Lightweight Directory Services (AD
LDS).

C. Schedule regular system state backups by using Windows Server Backup.

D. Schedule regular backups of the SYSVOL folder on the existing domain controller.

Answer: C N 4
y,
< 4
99. Your company has one main office and one branch office. An Active Directory site exists for )each office.
f r

The offices are connected across a wide area network (WAN) link. Servers in both"officels run Windows Server

2008. - 4

You need to plan a failover clustering solution for servers that run Microsoft 591'_ Se’Fver 2005. The solution must

. . o
meet the following requirements:

r,

Withstand the failure of any single cluster node. / /

: py
Minimize the number of servers required to implement failovercfusterihg.
F y

/
rFd
.

What should you include in your plan?

-
7

'
A. Deploy one single cluster that contains one cluster node on‘each site.

B. Deploy one single cluster that contains two clugte'f nodéé on each site.

'
’

C. Deploy two separate clusters that contain orﬁe"__cluster node on each site.

#

D. Deploy two separate clusters that contain/m;o 6I/uster nodes on each site.
Answer: A ‘4
100. You network contains only servers that run Windows Server 2008. You plan to use only iSCSI for shared
storage. _

/
You plan to deploy servers that run Microsoft SQL Server 2005 on the network.
You need to recomn;en?j a high-availability solution for the SQL Server 2005 servers to withstand the failure of
any single hard\{yare component.
What shouldyou recommend?
A. Install a two node failover cluster that has multiple network cards.
B. Install a two node failover cluster that has a dual port teamed network card.

C. Install a Network Load Balancing cluster that has multiple network cards.

D. Install a Network Load Balancing cluster that has multiple teamed network cards.
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Answer: A

101. Your network consists of one Active Directory domain. All servers run Windows Server 2008.

You plan to publish a Web site on two Web servers.

You need to recommend a solution for the deployment of the two Web servers. The solution must provide the
following requirements: N
Session-state information for all users

Access to the Web site if a single server fails

Scalability to as many as seven Web servers

Support for multiple dedicated IP addresses for each Web server

What should you recommend? el

A. Install failover clustering on each Web server.

r,

B. Install Network Load Balancing on each Web server. / /

C. Assign multiple bindings in Internet Information Services (IISf].O. v

/

D. Create managed handler mappings in Internet Information Services (11S) 7.0.
//

Answer: B /

7
rd

# F
’

102. Your network consists of one Active Diré@tory domain that contains domain controllers that run Windows
. > /;
Server 2008. r/

F i

The relative identifier (RID) operati‘é’ns ma:sté"r; role for the domain fails and cannot be restored.
You need to restore the RID maé?er role‘on the network.

What should you do?

A. Run netdom query /d:cont_osiicom fsmo.

/
B. From another domain controller, seize the RID operations master role.

'4
C. Force replication between all domain controllers, and then run the Server Manager.
D. Force replication between all domain controllers, and then run the File Server Resource Manager (FSRM).

Answer: B

103. Your network consists of one Active Directory domain. All domain controllers run Windows Server 2008.
You need to prepare the environment to provide a high-availability solution for a back-end Microsoft SQL Server

2005 data store.
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What should you do?

A. Install a Windows Server 2003 Network Load Balancing cluster.

B. Install a Windows Server 2008 Network Load Balancing cluster.

C. Install a Windows Server 2008 failover cluster that has shared storage.

D. Install a Windows Server 2008 failover cluster that has direct attached storage.

Answer: C

/
7
¥’

104. Your company has one main office and one new branch office. The network consists of one /Active Directory

o

domain. The domain contains one domain controller that runs Windows Server 2008(
You create a new organizational unit (OU) that contains all the computer accounts for theﬁiaw office.

You configure a server in the main office to test and approve all new softwarg,u'p.da't}és. You configure Microsoft
Windows Server Update Services (WSUS) 3.0 to deploy all approved updates to"f;le environment.

You need to recommend a patch management solution for thé new branch office that meets the following

.J. ./

requirements:

e J
F F

Ensures that only updates approved by main office administrators-are installed.
>
Reduces the amount of network bandwidth used to download,updates from Microsoft Update.

What should you recommend? /

#

4

A. In the main office, install and configure a WSUS 3.0 server as a replica server. Configure a Group Policy for
the OU so that all computers receive update_g,ﬁfrém’iche new WSUS server.

B. In the main office, install and c'c'),ﬁfigur’e-'éﬁ-WSUS 3.0 server as a stand-alone server. Configure a hew Group
Policy for the OU so that all corﬁ/puters,-r'eceive updates from the new WSUS server.

C. In the new branch office, installand configure a WSUS 3.0 server as a stand-alone server. Configure a Group
Policy for the OU so that all (_:or'ﬁputers receive updates from the new WSUS server.

/
D. In the new branch office, install and configure a WSUS 3.0 server as a replica server. Configure a Group Policy

for the OU so that all,computers receive updates from the new WSUS server.

Answer: D

105. Your network consists of one Active Directory domain that contains domain controllers that run Windows
Server 2008.
You deploy Windows Server 2008 Enterprise Edition on 20 new computers. You deploy a Server Core installation

of Windows Server 2008 Standard Edition on 20 old computers.
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You create a new organization unit (OU) named Servers OU. You move all server computer accounts to Servers
Oou.

You need to recommend a patch management solution for the new computers. The solution must ensure that all
computers automatically download and install updates approved by administrators.

What should you recommend?

A. Implement a new Windows Server Update Services (WSUS) 3.0 server. Manually enable the servers for

Automatic Updates. r
/

B. Implement a new Windows Server Update Services (WSUS) 3.0 server. Create a new Group Policy object
(GPO) for Servers OU. Configure the GPO to enable Automatic Updates from a local server |

C. Create a new Group Policy object (GPO) for Servers OU. Configure the GPO to en/arble Automatic Updates

F
7
F

from Microsoft Update. //" ._

/
D. Create a new Group Policy object (GPO) for the Active Directory domain. Configure the GPO to enable
Automatic Updates from Microsoft Update. / y

Answer: B

106. Your network contains a server that runs Windows Server 2008. You install Microsoft Office 2007 on the

.
SErver. :

# F
7

You need to recommend an update management"jsplution for the server. The solution must ensure that all operating
o’ 7

4
system, security updates, drivers, and Office updates are installed on the server.

.'/I

What should you recommend?
4

F

A. Use Windows Update.
B. Use Microsoft Update.
C. Run the Security Configur_atiBn Wizard (SCW).

/
D. Run the Microsoft Baseline Security Analyzer (MBSA).

F
4

Answer: B

107. Your network contains 200 Web servers that run Windows Server 2008.

You need to plan the management of security settings for all servers on the network. The solution must meet the
following requirements:

Minimize administrative effort.

Maintain identical security settings for all servers.
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Enable compliance audits of servers added to the network.

What should you do first?

A. On each server, configure a local security audit policy.

B. On one server, run the Security Configuration Wizard (SCW).

C. On one server, install and run the Microsoft Security Assessment Tool (MSAT).

D. On one server, install and run the Microsoft Baseline Security Analyzer (MBSA). N

Answer: B

y @

108. Your network consists of one Windows Server 2008 domain. The network contdins portable computers.

You configure a server that runs Windows Server 2008 as a Routing and Remote AccesZService (RRAS) server.
. . Y .

Users connect remotely to the network through a virtual private network (Vwa connection to the RRAS server

from both company-issued portable computers and non-company-issued computers.
' /!
The relevant portion of the network is shown in the following diagram. ./

= TP : /

4 [ peripeter Y L LN Internal
] - (Retworke, Work
« 1 & ‘d TINSIge:

Internet
r

You need to prepare the environment to secure remotesaccess to the network. The solution must meet the

following requirements: / /

Only computers that have Windows Firewall fn{b}éa can connect remotely.
p
Only computers that have the most yp-to-dé_’igéntivirus definitions can connect remotely.
Only computers that run Windows Vista Land have the most up-to-date updates can connect remotely.
What should you do? Y,
A. Implement Authorization-Manager.
B. Implement Network Access Protection (NAP) on the perimeter network.
C. Install a Microsoft Intternet Security and Acceleration Server (ISA) 2006 on the network.

4
D. Create a domain Group Policy object (GPO). Enable Windows Firewall and publish updated antivirus
/
definitions in the GPO.

Answer: B

109. Your company has one main office and one new branch office. A local administrator manages the branch

office.
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The network consists of one Active Directory domain. All domain controllers run Windows Server 2008.

You create a new organizational unit (OU) that contains all the computer accounts for the new branch office.

You configure a server in the main office to test and approve all new software updates. You configure Microsoft
Windows Server Update Services (WSUS) 3.0 to deploy all approved updates to the environment.

You need to recommend an update management solution for the new branch office to meet the following

requirements:

Only approved updates can be installed in the branch office. r
/{

The amount of network bandwidth used to download updates from Microsoft Update must be minimized.

The local administrator must be able to select which approved updates are installed on computers in the branch

. /
office. ;

F
r

What should you recommend? /)

& /.’
A. In the main office, install and configure a WSUS 3.0 server as a child server. Configure a Group Policy for the
new OU so that all computers receive updates from the new WSUS server../ |

Fd F .
B. In the main office, install and configure a WSUS 3.0 server-as a stand-alone server. Configure a new Group

F F

Policy for the new OU so that all computers receive updates fror.w-j. tﬁ/e new WSUS server.

C. In the new branch office, install and configure a WSUS 3.0 ;erver as a child server. Configure a Group Policy
for the new OU so that all computers receive upda)teé' fro._m/the new WSUS server.

D. In the new branch office, install and config‘UE_e qWéUS 3.0 server as a stand-alone server. Configure a Group
Policy for the new OU so that all computers_/re(,;ei'\’/:e updates from the new WSUS server.

Answer: C

110. Your network consists of one Active Directory domain. All servers run Windows Server 2008.
You need to plan access restri_ctibn policies for the network. The plan must support the following restrictions:

/
Only computers that run Windows Vista must be able to access the network.

Only computers that_,_ha;/e Windows Firewall enabled must be able to access the network.

What should you include in your plan?

A. Implement Authorization Manager.

B. Implement Network Access Protection (NAP) on a single server in the domain.

C. Create a Group Policy object (GPO) linked to the domain. Enable the Windows Firewall settings in the GPO.
D. Create a Group Policy object (GPO) linked to the Domain Controllers organizational unit (OU). Enable the

Windows Firewall settings in the GPO.
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Answer: B

111. Your company has one main office and 100 branch offices. The network consists of one Active Directory
domain. All domain controllers run Windows Server 2008.
The wide area network (WAN) links from the branch offices to the main office are unreliable. A local

administrator manages each branch office.

-

Your company plans to add a new branch office. You create a new organizational unit (OU) that contains all the
/{

computer accounts for the new branch office.

You configure a server in the main office to test all new software updates. You install Microsoft Windows Server

Update Services (WSUS) 3.0. -

You need to implement an update management solution for the new brar],ch._ office to meet the following
_ “ 4
requirements:

Only approved updates must be installed in the branch office. ~ # y

Client computers must be able to download updates if a WAN Ii«nl{failsf

F F

Each branch office administrator must be able to approve updatesbefore installation.
*

What should you do? /

A. In each branch office, install a WSUS 3.0 server as q__réplica server and configure it to download updates from
the main office. Configure all computers to recéi_;_,/,e ypd;tes from their local WSUS server.

B. In each branch office, install a WSUS 3.0 éer\ﬂer as a child server and configure it to download updates from
Microsoft Update. Configure all corﬁ’puters’tdﬂ}eceive updates from their local WSUS server.

C. In the main office, install a'(NSUS-"B.O server as a child server and configure it to download updates from
Microsoft Update. Configure all computers to receive updates from the new WSUS server.

D. In the main office, install ‘and configure a WSUS 3.0 server as a stand-alone server and configure it to

/
download updates from Microsoft Update. Configure all computers to receive updates from the new WSUS

Server.

Answer: B

112. Your network contains two servers named Serverl and Server2 that run Windows Server 2008.
Microsoft System Center Operations Manager (SCOM) 2007 is installed on Server2. The Hyper-V role is installed
on Serverl. Serverl hosts five child virtual machines that run Windows Server 2003.

You need to recommend a solution that enables administrators to monitor the child virtual machines. The solution
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must gather the following data from the virtual machines:
Performance statistics

Event data from the application log

What should you recommend?

A. On Serverl, install a SCOM agent.

B. On each child virtual machine, install a SCOM agent.
C. On Server2, install the Microsoft Virtual Server 2005 R2 Management Pack.

D. On Server2, install Microsoft System Center Virtual Machine Manager (SCVMM) 2007. (

Answer: B '

J

g

113. Your network contains two servers named Serverl and Server2 that run \{yi'h.dd\}/vs Server 2008. The servers

/
have the Windows Server Hyper-V role installed. j

You plan to host six virtual machines on Serverl and Server2. You plan to’enable host clustering on Serverl and

7

Server2. Each virtual machine will use Pass-Through Disk Acces'é.f

* F

You need to recommend a storage configuration solution for Serverl and Server2 to support the planned virtual
7
machines. 7

What should you recommend?

#

A. Configure internal storage on Serverl to contain six RAID disk arrays. Configure internal storage on Server2
" /."

to contain six RAID disk arrays. o d

F

B. Configure internal storage on Se'r'(/erl t(; cbﬁﬁtain three RAID disk arrays. Configure internal storage on Server2
to contain three RAID disk arraj'/’;.

C. Configure an iSCSI device to €ontain a logical unit number (LUN) mapped to one RAID array. Configure
Serverl and Server2 to connect"fo the iSCSI device.

/
D. Configure an iSCSI device to contain six logical unit numbers (LUN) mapped to six volumes on one RAID

array. Configure Serverl and Server2 to connect to the iSCSI device.

Answer: D

114. Your company has 5,000 users. The network contains servers that run Windows Server 2008.
You need to recommend a collaboration solution for the users to meet the following requirements:
Support tracking of document version history.

Enable shared access to documents created in Microsoft Office.
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Enable shared access to documents created by using Web pages.

The solution must be achieved without requiring any additional costs.

What should you recommend?

A. Install servers that run the Web Server role.

B. Install servers that run the Application Server role.

C. Install servers that run Microsoft Windows SharePoint Services (WSS) 3.0. .
D. Install servers that run Microsoft Office SharePoint Server (MOSS) 2007. r

Answer: C

115. Your company has three offices. Each office contains servers that run Windows Sew/ér 2008. The servers are

configured as file servers. //" e

Users regularly travel between offices and require access to corporate da;a stored/g)n their respective home servers.
You need to plan a data access policy for the users. The solution-must ensu’ié that users can access corporate data
from a local server when they are traveling.
What should you include in your plan?

A. On all servers, install and configure Distributed File System (DFS).

B. On all servers, install and configure the File S"erver/Resource Manager (FSRM) and the File Replication

'
>

Service (FRS). / ;
C. On one server, install and configure .thg/F-ile/Server Resource Manager (FSRM). On the other two servers,
install and configure the File Replic‘é&ion Sén’)&:e (FRS).
D. On one server, install and E:’;nfiguré Distributed File System (DFS). On the other two servers, install and
configure the Background Intelligerit Transfer Service (BITS).
Answer: A

3
116. Your network consists of one Active Directory domain that contains domain controllers that run Windows
Server 2008. The intranet site contains confidential documents.
You need to” design an identity and access management policy for the documents to meet the following
requirements:
Record each time a document is accessed.

Protect confidential documents on the intranet site.

Place a time limit on access to documents, including documents sent outside the organization.
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What should you include in your design?

A. On a domain controller, install and configure Active Directory Federation Services (AD FS).
B. On a domain controller, install and configure Active Directory Rights Management Services (AD RMS).

C. On all servers in the domain, ensure that the data volumes are configured to use NTFS file system and
Encrypting File System (EFS).

D. On all servers in the domain, ensure that the data volumes are configured to use NTFS file system and
Windows BitLocker Drive Encryption (BitLocker).

Answer: B

117. Your company has one main office and 10 branch offices.

The network contains servers that run Windows Server 2008. The servers are /e‘bnffgured as file servers and are

J/
located in the branch office. g

You need to plan a security policy for the branch office. The policy must meet the following requirements:

S 4
’

Users must be able to access all files on the servers.

r
'

The operating system and the files on the servers must be inaccessible if a server is stolen.
//
What should you include in your plan? /

A. Use Syskey on the servers.

# F
7

B. Use Encrypting File System (EFS) on the séﬁ(ers.
” J
&

C. Use Windows BitLocker Drive Encryption’(BitLocker) on all servers.

D. Configure the servers as read-onlil domaifi controllers (RODCs).
4

F

Answer: C
118. Your network contains a Server that runs Windows Server 2008. Internal users of the network and external

/
partners collaborate on work projects.

You need to plan a 'goliaboration solution for the internal users and the external partners to meet the following
requirements:

Enable environment access audits.

Enable secure access to files based on permissions.

Enable remote access to files by using a Web browser.

Enable search of data stored in database and file servers.

What should you include in your plan?
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A. Install and configure the Web Server role.

B. Install and configure the Application Server role.

C. Install and configure Microsoft Windows SharePoint Services (WSS) 3.0.
D. Install and configure Microsoft Office SharePoint Server (MOSS) 2007.

Answer: D

119. Your network contains a server that runs Windows Server 2008.

You plan to deploy a content management system on the server.

You need to recommend a content management system to meet the following require’hénts: .-
Automatically protect documents that are uploaded to a central data store. /
Protect documents by preventing users from remotely printing sensitive corporzji(te"datg.
What should you recommend? : >

A. Enable Windows BitLocker Drive Encryption (BitLocker) on a"Microsoft.!\Nindows SharePoint Services (WSS)

F 4

3.0 server.

r
'

B. Enable Windows BitLocker Drive Encryption (BitLocker) on 'éi/Microsoft Office SharePoint Server (MOSS)
2007 server. / :

C. Use Active Directory Rights Management Serv}icés (AD RMS) and Microsoft Office SharePoint Server (MOSS)
2007. | d

D. Use Active Directory Rights Management Se’FT/ices (AD RMS) and Microsoft Windows SharePoint Services
(WSS) 3.0. & 4

Answer: C

120. Your network consists of one Active Directory forest that contains one domain. The functional level of the
forest is Windows 2000. The/functional level of the domain is Windows 2000 native.

Two domain contro_!_lef; run Windows Server 2008 and three domain controllers run Windows Server 2003.
Service packs are not installed on any of the domain controllers.

You plan to ehable Windows BitLocker Drive Encryption (BitLocker) on all domain controllers.

You need to store all BitLocker recovery information in Active Directory Domain Services (AD DS).

What should you do first?

A. Raise the forest functional level to Windows Server 2003.

B. Raise the domain functional level to Windows Server 2003.



TestInside 70-647

C. Upgrade all Windows Server 2003 domain controllers to Windows Server 2008.
D. Extend the Active Directory schema to include BitLocker and Trusted Platform Module (TPM) attributes.

Answer: C

121. Your company has one main office and four branch offices. An Active Directory site exists for each office.

The network consists of one Active Directory domain. All servers run Windows Server 2008. 4

-

The branch offices are connected to the main office by slow and unreliable wide area network (WAN) links.
4

Users complain that WAN link failures prevent them from accessing files on remote servers.”

o

You need to recommend a solution to maintain availability of files on the remote sefvers. The solution must meet
the following requirements:
Support scheduling of WAN link traffic. el

Enable the connection to resume immediately after a WAN link interruption.

r,

What should you recommend? / 4

A. Use DFS Replication and replicate data to each branch office: 'i

* F

B. Use the File Server Resource Manager (FSRM) and create file-screens.

//
C. Use the File Replication Service (FRS) and replicate data te each branch office.
D. Configure separate DFS Namespaces on each Qrahch office server.

Answer: A



